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1. Home

1.1 Alinex Validator
It is the most powerful and complete data validation library based on a schema definition which

can validate complex data structures in depth and also sanitize and transform them. To complete

it you can also load such data from different sources like files or web services in nearly every

data format. Using the included CLI process you may also check, preprocess and transform data

structures before they are used in any program.

Basically the alinex-validator is an extension to the alinex-datastore with addition of checking and

optimizing the value structures. As such it nearly has the same API with some additional methods.

Big Features:

read, write and transform data structures

different protocols, compression and formats are supported

with simple and complex data types in schema

supporting references in checks

import and export of schema definitions

multilingual and detailed descriptions or errors

This allows to:

read configuration data and check that they are valid

give the user a data structure help text

call REST services and check for valid result

check any external data to prevent data injection

In contrast to JSON Schema and hapi joi a lot more possibilities are build into it.

1.1.1 Modules

For such a big set of possibilities a lot of modules are needed. But keep cool, this library will install them all but only load the ones

really used.

1.1.2 Chapters

Read all about the alinex-validator in the chapters (top navigation menu):

Usage - How to Guide

Schema - Detailed API for defining validation schemas

Architecture - Internal development basics if you want to extend this library

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

1. Home
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1.1.3 Support

I don't give any paid support but you may create GitLab Issues:

Bug Reports or Feature: Please make sure to give as much information as possible. And explain how the system should behave in

your opinion.

Code Fixing or Extending: If you help to develop this package I am thankful. Develop in a fork and make a merge request after

done. I will have a look at it.

Should anybody be willing to join the core team feel free to ask, too.

Translations: If you are willing to translate into other languages we will find the easiest way for you to do the translation and

include it. Also see i18n documentation.

Any other comment or discussion as far as it is on this package is also kindly accepted.

Please use for all of them the GitLab Issues which only requires you to register with a free account.

1.1.4 Statistics

The following statistics will give you a better understanding about it's complexity. The documentation has 90 pages (in A4 PDF

format) and contains 144026 characters. And this package has 8491 lines of code.

The latest version in the repository is Version 3.9.0. It has a size of 680,59KiB in 143 files. The development contains 34 packages

(resolved) and 4 of it are from the Alinex project.

1.1.5 Download Documentation

If you want to have an offline access to the documentation, feel free to download the 90 pages PDF Documentation.

1.1.6 License

Alinex Bash Library

Copyright 2018 - 2021 Alexander Schilling (https://gitlab.com/alinex/node-validator)

• 

• 

• 

• 

• 

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an "AS IS"

BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the License for the specific

language governing permissions and limitations under the License.

Apache License, Version 2.0

1.1.3 Support
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1.2 Last Changes

1.2.1 Version 3.9.0 (21.05.2021)

upgrade to ES2019, Node >= 12

1.2.2 Version 3.8.0 (26.02.2021)

allow to use it directly on already defined DataStore

package updates

Fix 3.8.1 (08.03.2021) - support i18n in error messages

Fix 3.8.2 (18.03.2021) - fixed binary number conversions and denyUndefined, removeUndefined with wildcard item will be

ignored

Fix 3.8.3 (15.04.2021) - support homedir ~ in file validation

1.2.3 Version 3.7.4 (04.12.2020)

fix description of empty object items

fix object size validation on undefined value

fix german translation

update some dependent packages

Update 3.7.5 (03.01.2021) - update packages and doc theme

1.2.4 Version 3.7.1 (21.09.2020)

use exclusive instance of i18next to prevent problem with other modules using i18next

optimize descriptive text

NumberSchema: convert between decimalBin, decimalDec

NumberSchema: fixed validation of true which should not validated to 1

Update 3.7.2 (23.10.2020) - update packages and doc structure

Update 3.7.3 (29.10.2020) - add schema definition for DataSource

1.2.5 Version 3.7.0 (13.09.2020)

Breaking change: An additional lang  parameter is now needed in all methods which load data or describe the schema.

replace y18n with i18next

title/detail as function called using lang as parameter

lang parameter in calls

boolean: added value option

number: sanitize percent values

1.2.6 Version 3.6.0 (04.02.2020)

Breaking changes:

array.items deprecated, -> use item['*'], item['3'], item['2-'], item['2-5'] = 

object.keys deprecated, -> use item['*], item['xxx'], item['/a-z/'] = 

internally use new item methods

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Extensions:

boolean with allow/disallow

Fixes:

Bugfixes 3.6.1 (06.02.2020) - fixes in object mandatory with item and display of source in error message

Hotfix 3.6.2 (15.02.2020) - update package management + package patches + object.mandatory with regexp

Bugfix 3.6.3 (23.04.2020) - schema import to also support array.filter with schema

Hotfix 3.6.7 (10.07.2020) - fix array min/max to work also with 0 values

Bugfix 3.6.8 (13.07.2020) - object.mandatory now works with default settings in item

Bugfix 3.6.10 (12.08.2020) - fix multipleResolves in object.mandatory check

Bugfix 3.6.11 (18.08.2020) - more possibilities to get error message

Hotfix 3.6.12 (22.08.2020) - respect object item.* setting

Hotfix 3.6.15 (25.08.2020) - bug in array if using split and item schemas

1.2.7 Version 3.5.0 (10.11.2019)

list format: allow masked dot \.  and bracket notation [name]

import tree/list: allow, disallow without array possible

array: allow, disallow with schema definitions

Bugfix 3.5.1 (13.11.2019) - fix simplification to work on deep schema

1.2.8 Version 3.4.0 (11.09.2019)

Breaking changes:

importTree()  and importList()  are both made asynchronous

instead of '[]' as import wildcard index or key '*' is used, now

Extensions:

new schema type: regexp

added validator schema for tree format definition

Bugfix 3.4.1 (16.09.2019) - Updated datastore

Bugfix 3.4.2 (01.10.2019) - Updated datastore

Bugfix 3.4.3 (08.10.2019) - added support for sub description (starting at specified path)

1.2.9 Version 3.3.0 (28.08.2019)

Breaking changes in the schema builder:

THe methods schemaFromTree()  and schemaFromList()  are renamed to importTree()  and importList()  to get a convenient naming

for the new export/import methods. Also the key TYPE  within the schema builder is renamed to SCHEMA_TYPE  to don't collide with any

data structure.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Extensions:

updated DataStore

added CLI corresponding to DataStore

added file  schema handler

added logic  schema handler

added range  format in DateSchema  which returns seconds from now

add predefined schema combinations as meta schema

tree format and list format can now be exported, too

allow recursion using set()  after schema is initialized

New shortcut methods:

Validator.load()  to easily initialize and load data

Validator.url()  to easily initialize and load single sources in one step

Validator.data()  to initialize with preset data structure

Validator.datastore()  to initialize and load using preset DataStore

Bug Fixes:

Parsing in Date  was not using current timezone as default.

Parameter in schema.describe(depth)  was not respected.

1.2.10 Version 3.2.0 (9.07.2019)

Extensions:

added IPSchema, now also with country validation

added DomainSchema, with country validation, too

schemaFromList  and schemaFromTree  methods now also support ArraySchema in path

added EmailSchema, with whitelist and graylist support

added URLSchema

Hotfix 3.2.1 (17.07.2019)

A bug in blacklist loading broke whole package build.

1.2.11 Version 3.1.0 (12.06.2019)

Breaking changes:

mandatoryKeys , forbiddenKeys  renamed to mandatory , forbidden  in ObjectSchema

moved schema classes to @alinex/validator/schema  to include separately as builder

Extensions:

mandatory  now allows true  value in ObjectSchema

new DateTime Schema with parsing human text, relative times and local support

allow ranges in allow  and disallow  of NumberSchema

added PortSchema with support for named ports

added simplified schemaFromList  and schemaFromTree  methods in schema builder

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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1.2.12 Version 3.0.0 (2.06.2019)

This is a complete rework, as such not all changing steps are listed here, but the biggest differences. If you want to upgrade you have

to completely reintegrate and rewrite all Schema definitions.

Complete rewrite using TypeScript this gives the user support in IDE while writing schema definitions.

Starting at first with only the basic schema types but more will come soon. The definition is given in the constructor now

instead by using multiple methods and the possibilities are also slightly changed.

References are completely rewritten by using the DataStore and it's syntax, which is completely changed to the old one. But

reference are supported only on some really needed positions at first.

Added i18n support in describe and error messages. At first english and german are supported.

It is not complete but will also be used in production by myself.

1.2.13 Version 2.1.0 (28.10.2016)

Extended options

1.2.14 Version 2.0.0 (27.09.2016)

Rewrite using Flow for type checking

Extended email validation support

Adding reference support

Asynchronous validation

1.2.15 version 1.0.0 (16.06.2015)

Original validator written in CoffeeScript

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

1.2.12 Version 3.0.0 (2.06.2019)

- 10/90 - Copyright © 2014 - 2021 <a href="https://alinex.de">Alexander Schilling</a>



1.3 Roadmap
What's coming next?

That's a big question on a freelancer project. The roadmap may change any time or progress may be stuck. But hopefully I will come

further on in any way.

1.3.1 Not Planned

Validator Extensions:

IP: range=true - allow also range definition as CIDR

Updates:

chrono v2 if more languages are supported (currently only ja/en) with timezone problems.

Export/import:

JSON Schema export/import: https://json-schema.org/understanding-json-schema/structuring.html

schema.exportJSON() exportTree to JSON

schema.importJson() JSON to importTree

Hapi/Joy export/import: https://github.com/hapijs/joi#readme

export schema to config file: writeSchema() using exportList()

load config file as schema: loadSchema() autodetect format and use importList()

More references:

number: min, max, greater, less with reference

date: min, max, greater, less with reference

file reference test

data:inline with wait till validated

data:inline with relative path

port: free=true to check that port is not used on localhost

 file ~/ replaced by local path [2021-04-15]

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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1.4 Privacy statement
This documentation is part of the alinex.gitlab.io site and as such please have a look on the site's privacy statement.

1.4 Privacy statement
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2. Usage

2.1 Module Usage
As the Alinex Validator is an extension to the DataStore its API is similar but with addition of checking and optimizing the value

structures.

At first the module should be included and loaded.

2.1.1 Create Schema

A schema is needed, which defines the correct structure of the data object. Therefore you need to define the Validator based on such

a schema definition.

2.1.2 Validation

With such a schema the validation can be run on a data set from any location:

The validation will take place within the load()  method call.

As the Validator is using the DataStore and all of the access methods are possible here, too.

npm install @alinex/validator --save

TypeScript

Common JS

import * as Builder from '@alinex/validator/lib/schema';

export default const schema = Builder.schemaFromList({
    'status.message': { TYPE: 'String', allow: ['OK'] }
});

const Builder = require('@alinex/validator/lib/schema');

const schema = Builder.schemaFromList({
    'status.message': { TYPE: 'String', allow: ['OK'] }
});

module.exports = {
    default: schema
};

TypeScript
import { Validator } from '@alinex/validator';
import schema from './schema'; // like defined above

const val = new Validator(schema);
val.load({ source: 'data.json' })
    .then(() => {
        // do something with the result
        console.log(val.get('server.port'));
    })
    .catch(e => {
        console.error(e);
    });

2. Usage
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2.2 Schema
The schema, which is needed to initialize the Validator can be gathered in multiple ways:

Directly define it (optimal using TypeScript) using the classes or Builder.

Using export/import with the tree format.

Also the additional and more simple list format can be used for import/export,

For all these have a look at the examples below.

2.2.1 Schema Builder

To create a schema definition the load the complete schema classes as Builder like below. But you may also load only the needed

schema types.

The real schema definition is build by combining different Schema Types together. The ObjectSchema and ArraySchema are the main

classes to build structures.

The above is a first and simple example. The schema types can be much more complex. Then it is preferable to combine it using

different variables. This also allows to reuse objects multiple times and so reduces memory usage.

See the schema documentation for a complete list of definitions for each schema type.

1. 

2. 

3. 

import * as Builder from '@alinex/validator/lib/schema';

const schema = new Builder.ObjectSchema({
    item: {
        'status':
            schema: new Builder.ObjectSchema({
                item: {
                    'message': new Builder.StringSchema({ allow: ['OK'] })
                },
                mandatory: true
            })
    },
    mandatory: true
});

import * as Builder from '@alinex/validator/lib/schema';

const type_boolean = new Builder.BooleanSchema({ tolerant: true });
const type_string = new Builder.StringSchema();
const type_integer_pos = new Builder.NumberSchema({ integer: { unsigned: true }, sanitize: true });
const type_bytes = new Builder.NumberSchema({
    unit: { from: 'B', to: 'B' },
    integer: { unsigned: true },
    sanitize: true
});

const schema = new Builder.ObjectSchema({
    item: {
        title: type_string,
        name: type_string,
        address: type_string,
        age: type_integer_pos,
        disabled: type_boolean,
        mboxSize: type_bytes,
        spamFilter: type_boolean
    },
    mandatory: true
});

To have a smaller memory print you may also directly load only the needed schema classes directly using:

This should be used if only a few schema types are needed.

Tip

import { StringSchema } from '@alinex/validator/lib/type/StringSchema';
import Meta from '@alinex/validator/lib/Meta';

2.2 Schema
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Circular Reference

Sometimes you will have a recursion in your definition if a schema may come in any depth. This is not possible in the constructor, so

you have to use the set method to change the options after creating an empty schema instance:

2.2.2 Tree Format

This format is used to export and import the schema definition into a data structure.

To make export or import from a data structure (without instances):

It uses the special SCHEMA_TYPE  property instead of making a class instances.

But a mixed use with class instances are also possible.

Simple objects which are used as parent to the defined schema types will be interpreted as objects with all keys mandatory.

Objects with only numerical keys are treated as array schema definition.

Objects with a key named '*' will be a definition for all elements in an array.

Take a look at the below examples and everything will be clear. You may also use the below examples to directly write your

definitions. But keep in mind that the direct format is the fastest to create the schema.

The value for the SCHEMA_TYPE  can be defined in any case and consist of the first part from the schema class, without the 'Schema' at

the end. By default real schema classes are starting with upper case letter, meta classes with lower case.

Another specific value will be SCHEMA_ID  and SCHEMA_REF  which are used for circular references. The id will be set in the upper

element which can be used again in a sub element by setting only the SCHEMA_TYPE  and SCHEMA_REF . Id and ref values have to match.

Simplifications:

allow/disallow can also be given as direct value instead of array if only one element is needed

Import Tree

At first have a look at how to use a tree format definition:

As mixed structure with instances this may look like:

const all = new Builder.LogicSchema(); // will be set later because of recursion
const string = new Builder.StringSchema();
const object = new Builder.ObjectSchema({ item: { '*': all } });
// now set the recursion to object which already using all
def_all.set({
    operator: 'or',
    check: [string, object]
});

• 

• 

• 

• 

• 

• 

import { importTree } from '@alinex/validator/lib/schema';

const definition = {
    status: {
        message: {
            SCHEMA_TYPE: 'String',
            allow: ['OK', 'true']
        }
    }
};
const schema = async importTree(definition);

import { importTree, StringSchema } as Schema from '@alinex/validator/lib/schema';

const definition = {
    status: {
        message: new StringSchema({ allow: ['OK', 'true'] })
    }
};
const schema = async importTree(definition);

2.2.2 Tree Format
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Export Tree

The export will always use the full tree format without any instances.

Tree Examples

For all examples the code shows the direct definition compared to the tree format.

A simple BooleanSchema:

A StringSchema with an option:

Simplified allow/disallow option:

ObjectSchema with two keys set:

ArraySchema using StringSchema for all items:

Using meta schema classes:

ObjectSchema which can be shortened:

And the same ObjectSchema if it is one level deeper:

import { exportTree } from '@alinex/validator/schema';

const schema = ...

// using the schema class
const definition = exportTree(schema);

// alternative direct call
const definition = schema.export();

const base = new Schema.BooleanSchema();
const definition = { SCHEMA_TYPE: 'Boolean' };

const schema = new Schema.StringSchema({ trim: true });
const definition = { SCHEMA_TYPE: 'String', trim: true };

const schema = new Schema.StringSchema({ allow: ['a'] });
const definition = { SCHEMA_TYPE: 'String', allow: 'a' };

const schema = new Schema.ObjectSchema({
    item: {
        flag: new Schema.BooleanSchema(),
        '/a*/': new Schema.StringSchema()
    }
});
const definition = {
    item: {
        flag: { SCHEMA_TYPE: 'Boolean' },
        '/a*/': { SCHEMA_TYPE: 'String' }
    },
    SCHEMA_TYPE: 'Object'
};

const schema = new Schema.ArraySchema({
    item: { '*': new Schema.StringSchema() }
});
const definition = { '*': { SCHEMA_TYPE: 'String' } };

const schema = Schema.Meta.timeout({ default: '1200' });
const definition = { SCHEMA_TYPE: 'timeout', default: '1200' };

const schema = new Schema.ObjectSchema({
    item: { message: new Schema.StringSchema() },
    mandatory: true
});
const definition = { message: { SCHEMA_TYPE: 'String' } };

const schema = new Schema.ObjectSchema({
    item: {
        status: new Schema.ObjectSchema({
            item: { message: new Schema.StringSchema() },

2.2.2 Tree Format
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And at last an example using ArraySchema simplification:

2.2.3 List Format

And to make it another step simpler as the tree format use the list. Here multiple objects and arrays without specific definition are

combined together as path names.

Import List

It works like the tree format, but needs one step more at import and export.

And if you want, you can use a mixed definition with instances here, too.

And at last an example with circular references, where a logic may contain an object which will have the same logic again:

Export List

The list format can also be used for a loss free export/import:

List Examples

THis shows how the list format can make things more simple:

            mandatory: true
        })
    },
    mandatory: true
});
const definition = { status: { message: { SCHEMA_TYPE: 'String' } } };

const schema = new Schema.ArraySchema({
    item: { '0': new Schema.StringSchema() }
});
const definition = { 0: { SCHEMA_TYPE: 'String' } };

import { importList } from '@alinex/validator/schema';

const definition = {
    'status.message': {
        SCHEMA_TYPE: 'StringSchema',
        allow: ['OK']
    }
};
const schema = async importList(definition);

import { importList, StringSchema } from '@alinex/validator/schema';

const definition = {
    'status.message': new StringSchema({ allow: ['OK'] })
};
const schema = async importList(definition);

import { importList } from '@alinex/validator/schema';

const definition = {
    SCHEMA_TYPE: 'Logic',
    SCHEMA_ID: 'Logic_1',
    operator: 'or',
    check: [
        { SCHEMA_TYPE: 'String' },
        {
            SCHEMA_TYPE: 'Object',
            item: { '*': { SCHEMA_TYPE: 'Logic', SCHEMA_REF: 'Logic_1' } }
        }
    ]
};

import { exportList } from '@alinex/validator/schema';

const schema = ...
const definition = exportList(schema);

// tree format
const definition = {

2.2.3 List Format
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2.2.4 Human Description

Each schema can describe itself with a readable text at any schema element using the describe()  method.

The Result will be (i18n support):

By default the description will go 5 level deep into the structure, but you may set an other depth  and also a start  position as dotted

path.

This will describe from server.ssl  two levels deep.

    status: {
        message: { SCHEMA_TYPE: 'String' },
        code: { SCHEMA_TYPE: 'Number' }
    }
};
// list format
const definition = {
    'status.message': { SCHEMA_TYPE: 'String' },
    'status.code': { SCHEMA_TYPE: 'Number' }
};

const schema = new ObjectSchema({
    item: { one: new StringSchema({ title: 'string' }) }
keep});
schema.describe();

Ein Datenobjekt mit Wertepaaren. Die Elemente haben die folgenden Formate:
-   'one': string:
    Ein Text Element.

schema.describe(2, 'server.ssl');

2.2.4 Human Description
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2.3 Schema Definition Examples
The following examples should help you make your own schema definitions. All are shown in the different schema types, possible.

2.3.1 Simple

Anything

This should allow the following data structures:

Specific types

The additional Formats JSON Schema and hapi joi are not 100% compatible but the core is identical so that most cases can be

defined in all of them.

Note

Example

Schema Builder

Tree/List Format

JSON Schema

hapi joi

new AnySchema();

{
    SCHEMA_TYPE: 'Any';
}

{ "$schema": "http://json-schema.org/schema#", "$id": "AnySchema" }
// short syntax
{}
// alternative in draft 6
true;

Joi.any();

1;
'test';

Example

Schema Builder

Tree/List Format

JSON Schema

hapi joi

new StringSchema();

{
    SCHEMA_TYPE: 'String';
}

{
    "$schema": "http://json-schema.org/schema#",
    "$id": "StringSchema",
    "type": "string"
}

Joi.string().allow('');

2.3 Schema Definition Examples
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This should allow the following data structures:

'';
'test';

2.3.1 Simple
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2.4 API Usage

2.4.1 Initialization

If you want to load into the Validator it has to be initialized. Therefore an URL and maybe some options defining the concrete

handling are needed. But you can also set a list of data sources which will be merged together.

Additionally four static methods allow to initialize and load a Validator which afterwards may directly be red.

This can be used to initialize a new Validator:

Definition

type Schema =
    | AnySchema
    | BooleanSchema
    | StringSchema
    | NumberSchema
    | DateTimeSchema
    | ArraySchema
    | ObjectSchema
    | PortSchema
    | IPSchema
    | DomainSchema
    | EmailSchema
    | URLSchema;

interface DataSource {
    // URL to load this structure
    source?: string;
    options?: Options;
    // alteratively directly give data
    data?: any;
    // set base path in final structure
    base?: string;
    // relations
    depend?: string[];
    alternate?: string[];
    // default combine methods
    object?:  'combine' | 'replace' | 'missing' | 'alternate'; // default: 'combine'
    array?: 'concat' | 'replace' | 'overwrite' | 'combine'; // default: 'concat'
    // overwrite per position
    pathObject?: {[key: string]: 'combine' | 'replace' | 'missing' | 'alternate' }
    pathArray?: {[key: string]: 'concat' | 'replace' | 'overwrite' | 'combine' }
    // general settings
    clone?: boolean;
    allowFlags?: boolean; // default: true
    map?: boolean; // default: false
}

interface Options {
    // security
    privateKey?: Buffer | string;
    passphrase?: string;
    // compression
    compression?: 'gzip' | 'brotli' | 'bzip2' | 'lzma' | 'tar' | 'tgz' |
            'tbz2' | 'tlz' | 'zip';
    compressionLevel?: number;
    // formatting
    format?: 'bson' | 'coffee' | 'cson' | 'csv' | 'ini' | 'js' | 'json' |
            'msgpack' | 'properties' | 'toml' | 'xml' | 'yaml';
    records?: boolean;
    module?: boolean;
    rootName?: string;
}

// initialize new store
Validator.constructor(schema: Schema, ...input?: DataSource[]): Validator

2.4 API Usage
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The first two attributes from DataSource are used for loading, the others are described in more detail in the merge function.

You may also set or change the sources on each load()  or save()  method.

Single source

The simplest use case is to use a source defined by an URI string with possible options to specify how to read them:

All option settings are defined below.

For single sources you can also initialize and load a Validator in one step:

Combine multiple sources

It is also possible to load the data structure from multiple sources. This allows to separate big configuration in multiple files or allow

for base settings which can be overwritten with specific ones at another location.

Each DataStore can either be used as multi source loader or with single source load and save.

This will load /etc/myapp/base.json  (2) or if not found the yaml (3) or ini (4) format of it. The /etc/myapp/email.yaml  (5) is only

loaded if one of the base configs in the same directory is loaded. If also a local config like ~/.myapp/base.yaml  (7) is found it will

replace the global config and also has an dependent email.yml  (8).

Create a new data store and load it directly:

From single source this can be called with:

source  URL to load from

options  options for loading

Or with a predefined data structure.

Or with a predefined DataStore:

And to setup with predefined data:

And at last a ready set DataStore can also be used:

Definition

Validator.load(schema: Schema, lang?: string, ...input: DataSource[]): Promise<Validator>

• 

• 

Validator.url(schema: Schema, lang: string, source: string, options?: Options): Promise<Validator>

Validator.validate(schema: Schema, lang: string | undefined, input: DataStore): Promise<Validator>

Validator.data(schema: Schema, lang: string, source: any): Promise<Validator>

Validator.datastore(schema: Schema, lang?: string, source: DataSource): Promise<Validator>

const val = new Validator(schema, { source: 'file:config.yml' });
const val = new Validator(schema, { source: 'http://my-site/config', options: { format: 'json' } });

const val = Validator.url(schema, 'en', 'file:config.yml');

const val = new Validator(
    { source: '/etc/myapp/base.json' },
    { source: '/etc/myapp/base.yaml', alternate: ['/etc/myapp/base.json'] },
    { source: '/etc/myapp/base.ini', alternate: ['/etc/myapp/base.json','/etc/myapp/base.yaml'] },
    { source: '/etc/myapp/email.yaml', base: 'email', depend: ['/etc/myapp/base.json','/etc/myapp/base.yaml'] },
    { source: '~/.myapp/base.yaml', object: 'replace' }
    { source: '~/.myapp/email.yaml', base: 'email', depend: '~/.myapp/base.yaml' },
);

2.4.1 Initialization
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Preset Data Structure

If you want to mock it and don't load anything but directly create a DataStore with a result data structure this is possible using:

The same is possible in one call using:

But you can also initialize and load it:

You can also add a source URL to one of this examples later and store it, if you want.

But really useful is this in combination with a list of DataSources. This allows to use default values or overwrite specific elements

with code calculated values.

If you try to load a Validator, which has no real sources defined, it will throw an error.

2.4.2 Options

This can be done directly as parameters to the load()  or save()  methods or directly as described here. The following options may

also be specified.

privateKey: Buffer | string  - used for SFTP protocol

passphrase: string  - used for SFTP protocol

compression: string  - compression method to be used (default is detected by file extension)

compressionLevel: number  - gzip compression level 0 (no compression) to 9 (best compression, default)

format: string  - set a specific format handler to be used (default is detected by file extension)

module: boolean  - use module format in storing as JavaScript, so you can load it using normal require  or import

rootName: string  - define the root element name in formatting as XML

records: boolean  - flag to read the CSV or table data always as with records (only needed with less than 3 columns)

const val = new Validator(schema);
val.load('en', { name: 'preset data structure' });

const val = Validator.data(schema, 'en', [1, 2, 3]);

const val = new Validator(schema, { data: { name: 'preset data structure' } });
await val.load(); // using default langauge

const val = new Validator(
    schema,
    { source: 'file:config.yml' },
    { data: { vehicle: 'car', model: 'BMW' } }
);

• 

• 

• 

• 

• 

• 

• 

• 

2.4.2 Options
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To set the options on the DataStore directly use:

2.4.3 Load

Load a data structure from the defined source URL.

As described above you may load a data source if it is already defined using:

If no DataSource was given on initialization or if you want to change it, this may be given as second argument, too.

Calling load without parameters will only load the Validator if not already done. So you may call it also if you don't know if it is

already loaded and directly use the returning data structure. To load again use the reload()  method below.

But you can also set them as needed in the call to load :

The above example needs to define the format in the options, because it is not set as file extension in the URL.

TypeScript

JavaScript

import Validator from '@alinex/validator';

async function config() {
    const schema = await import('my-schema.js');
    const val = new Validator(schema, {
        source: 'file:/etc/my-app.json',
        options: { format: 'json' }
    });
    await val.load();
    // go on using the results in val.get()
}

const Validator = require('@alinex/validator').default;

async function config() {
    const schema = await import('my-schema.js');
    const val = new Validator(schema, {
        source: 'file:/etc/my-app.json',
        options: { format: 'json' }
    });
    await val.load();
    // go on using the results in val.get()
}

Definition

<Validator>.load(lang?: string, ...input: DataSource[]): Promise<any>

const val = new Validator(schema, { source: 'file:/etc/my-app.json' });
await val.load();
console.log(val.get());

const val = new Validator();
await val.load(schema, undefined, { source: 'http://my-server.de/config', options: { format: 'json' } });
console.log(val.get());

It is not possible to use the same schema for multiple validations at the same time! That's because the to be validated

data is running through the schema classes while processing.

So if it may occur you have to clone the schema for each run.

Attention

import { clone } from '@alinex/data'

const val = new Validator();
await val.load(clone(schema), undefined, { source: 'http://my-server.de/config', options: { format: 'json' } });
console.log(val.get());

2.4.3 Load
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2.4.4 Validate

If you already have a defined or loaded DataStore you can directly do the validation without the previous load call. The DataStore

only needs to be defined, if it isn't loaded this will be done, too.

If no DataStore was given it will use the one already set using some initialization methods and simply to the validation again. It will

neither reload but only validate.

2.4.5 Save

Store the current data structure to the defined source URL.

If you want to transfer to another format or you changed something you may save the data structure again. If it should go in another 

URI you may give it directly here or set it before.

Like for loading you can also give a source and options here.

2.4.6 Reload

Reload the current data structure if it has been changed on disk.

If you want to reload the Validator later, you can easily call the val.reload()  method. This will reload if the file was changed

(returning true) or not. If a time  (number of seconds) setting is given, the reload will not take place within this range.

There are no parameters here, because it is meant to update only. But you can also call load()  a second time to load it again - but

this will always load, also if the source wasn't changed.

Definition

<Validator>.validate(lang?: string, input?: DataStore): Promise<any>

Definition

<Validator>.save(output?: DataSource): Promise<boolean>

await val.save();
console.log(val.get());

Definition

<Validator>.reload(time?: number, lang?: string): Promise<boolean>

2.4.4 Validate
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2.4.7 Error

If something went wrong while loading, the error can be displayed differently, displayed on a simple example:

error.message  - is the problem in short

error.toString(lang)  - will also show there the error occured

util.inspect(error)  - adds the value, which was checked

error.describe(lang)  - will show the description of the schema, which can additionally to one of the above used

2.4.8 Access

As already said the get()  and has  methods are the same as in the DataStore using the filtering API for its argument.

Some example uses are:

• 

Ein numerischer Wert wird benötigt.

• 

Error at name: Ein numerischer Wert wird benötigt.

• 

Error at name: Ein numerischer Wert wird benötigt.
Found value: 'Local User'

• 

Defined as name
    The detail description.
    Ein nummerischer Wert.

Definition

<Validator>.has(filter?: string): boolean
<Validator>.get(filter?: string): any

val.get('contact.name');
val.get('staff.[].name.$trim');

2.4.7 Error
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2.5 Command Line Usage
The CLI allows to work in two major modes and also can generate a bash completion script:

working on a single input source

use input as definition to allow multiple sources

validator [options] # work with single input validator definition [options] # use input as definition (allow multiple sources)

validator bashrc-script # generate completion script

The general options are:

2.5.1 Input

The input can be a defined file or if not specified STDIN  is used as for pipes. If no input file or URI the --input-format  is always

needed because the filename is unknown to the Validator. The other options are used to specify how to read this input:

Protocol specific options:

The real major part here is the schema definition which define the rules after which the validation and sanitization takes place:

At last some filter rules may be used to reduce the input result:

2.5.2 Output

The same goes for the output, if no file URI is specified STDOUT  will be used. If no output file or URI is given and no --output-format

is defined, JavaScript is used as default. The other options are used to define the correct format:

• 

• 

--version    Show version number                              [boolean]
--quiet, -q  only output result                               [boolean]
--help       Show help                                        [boolean]

--input, -i          input path or URI to read from            [string]
--input-format       format used to parse input
        [choices: "bson", "coffee", "cson", "csv", "ini", "js", "json",
                        "msgpack", "properties", "toml", "xml", "yaml"]
--input-compression  compression method to be used
                       [choices: "gzip", "brotli", "tar", "tgz", "zip"]
--records            flag to read the CSV always as with records
                                                              [boolean]

--sftp-privatekey  private key file                            [string]
--sftp-passphrase  passphrase for private key, if needed       [string]

See the DataStore specifications for details to the supported protocols, compression, archive and file formats.

Info

--schema, -s          JavaScript file containing schema        [string]

--filter, -f          filter rule to modify data structure     [string]

--output, -o          output path or URI to write to           [string]
--ouput-format        format used to transform for output
        [choices: "bson", "coffee", "cson", "csv", "ini", "js", "json",
                        "msgpack", "properties", "toml", "xml", "yaml"]
--output-compression  compression method to be used
                       [choices: "gzip", "brotli", "tar", "tgz", "zip"]
--compression-level   compression level 0 (no compression) to 9 (best
                      compression, default)                    [number]
--module              use module format in storing JavaScript, to load
                      it using require or import              [boolean]
--rootName            root element name in formatting as XML   [string]

2.5 Command Line Usage
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With the filter rule a specific part can be selected or the data can be slightly manipulated.

2.5.3 Transform Files

Therefore you simply need the input and output parameters and the Validator will also convert between all of the supported formats.

2.5.4 Using Definition

As noted on top of the page, you can specify multiple sources to be merged together into one resulting data structure. As this needs a

more complex definition as possible using different command arguments it is done in two steps:

the given single source will be loaded as definition -> this makes it the real loading definition

the real loading and merge will take place based on the above definition

Here the loader.json may look like:

Effectively this is the same as if this definition was given as parameters to the JavaScript API.

A simple call using pipes may look like:

validator -i test.json -s my-schema.js -f 'person'
validator -i test.json -s my-schema.js -f 'person.age + " years"'

validator -i test.json -s my-schema.js -o test.yml

1. 

2. 

validator definition -i loader.json -s my-schema.js -o test.yml

[
    { source: '/etc/myapp/base.json' },
    { source: '/etc/myapp/base.yaml', alternate: ['/etc/myapp/base.json'] },
    { source: '/etc/myapp/base.ini', alternate: ['/etc/myapp/base.json','/etc/myapp/base.yaml'] },
    { source: '/etc/myapp/email.yaml', base: 'email', depend: ['/etc/myapp/base.json','/etc/myapp/base.yaml'] },
    { source: '~/.myapp/base.yaml', object: 'replace' }
    { source: '~/.myapp/email.yaml', base: 'email', depend: '~/.myapp/base.yaml' },
]

echo '[{"source": "test.yml"}]' | validator definition --input-format json -s my-schema.js

2.5.3 Transform Files
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2.6 Service Tests
I created a complete test suite depending on the alinex validator, which allows to test web services in a easy and fast way. This is

based on the mocha test runner.

This allows to make functional tests of the web services which may be automated using any scheduling tool. Therefore a bash

wrapper around the test may translate into the monitoring tool syntax... Run this test continually to check that the system really

works.

2.6.1 Setup

First create a new project and add the following package.json  file:

And afterwards let npm  install all of that for you:

2.6.2 Helper

To make the tests itself as simple as possible I added two helper modules:

{
    "name": "testing",
    "version": "0.1.0",
    "scripts": {
        "test": "mocha -r node_modules/ts-node/register test/mocha/*.ts"
    },
    "dependencies": {
        "@alinex/datastore": "^1.6.0",
        "@alinex/validator": "^3.4.2",
        "axios": "^0.19.0",
        "axios-debug-log": "^0.6.2",
        "chai": "^4.2.0",
        "mocha": "^6.2.1"
    },
    "devDependencies": {
        "@types/chai": "^4.2.3",
        "@types/mocha": "^5.2.7",
        "@types/node": "^12.7.8",
        "ts-node": "^8.2.0",
        "typescript": "^3.6.3"
    }
}

npm install

test/debug.ts
const debugError = require('debug')('http:error');
const debugRequest = require('debug')('http:request');
const debugRequestHeader = require('debug')('http:request:header');
const debugResponse = require('debug')('http:response');
const debugResponseHeader = require('debug')('http:response:header');
const debugResponseData = require('debug')('http:response:data');

require('axios-debug-log')({
    request: function(debug: any, config: any) {
        debugRequest('%s %s', config.method.toUpperCase(), config.url);
        debugRequestHeader(
            '%O',
            Object.keys(config.headers[config.method]).length
                ? config.headers[config.method]
                : config.headers.common
        );
        //        debugRequest('Request with %O', config);
    },
    response: function(debug: any, response: any) {
        debugResponse('%s %s', response.status, response.statusText);
        debugResponseHeader('%O', response.headers);
        debugResponseData('%O', response.data.toString());
        //        debugResponse('Response with %O', response);
    },
    error: function(debug: any, error: any) {
        // Read https://www.npmjs.com/package/axios#handling-errors for more info
        debugError(error.message);
        // debugError('Error %O', error);
    }
});

2.6 Service Tests
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After include it will debug the HTTP traffic depending on environment setting DEBUG=http:* .

This defines a method which will run two tests if called:

request and parse the data from the service

validate the resulting data structure against the schema

The check will succeed if everything works fine, it will fail if

dns name could not be resolved

data could not be retrieved

validation failed

And it will skip if everything works but it took more than 50% (DEFAULT_WARN_PERCENT) of the maximum time to retrieve - this is

assumed as WARNING state. The default time for a service is set to 10 seconds (DEFAULT_TIMEOUT), but it can be specified on call

to this helper to change it for one test, too.

test/helper.ts
import { inspect, promisify } from 'util';
import { DataStore, Options } from '@alinex/datastore';
import { Validator } from '@alinex/validator';
import { importList } from '@alinex/validator/lib/schema';
import * as dns from 'dns';

require('./debug'); // include HTTP debugging
const lookup = promisify(dns.lookup);

const DEFAULT_TIMEOUT = 10000;
const DEFAULT_WARN_PERCENT = 0.5;

export function schemaTest(
    name: string,
    before: Function,
    path: string,
    setup: Options,
    schema: any
) {
    // description using VERBOSE=1 in environment
    if (process.env.VERBOSE)
        before(() =>
            console.log(
                `        ${name} should return ${inspect(schema, {
                    colors: true,
                    depth: 4
                }).replace(/\n/g, '\n        ')}`
            )
        );
    return (part: string, url: string, opt?: Options, timeout = DEFAULT_TIMEOUT) => {
        part = name.toLocaleLowerCase() + ' ' + part;
        url = url + path;
        opt = { ...setup, ...opt };
        const ds = new DataStore();
        // run test
        it(`should get data for ${part}`, async function() {
            if (process.env.VERBOSE) {
                console.log(`        Call ${name}: ${url}`);
                console.log(`        Options: ${inspect(opt)} with timeout ${timeout}`);
            }
            await lookup(new URL(url).hostname); // test
            const start = new Date();
            await ds.load({ source: url, options: opt });
            const end = new Date();
            if (process.env.VERBOSE)
                console.log(`        Response: ${inspect(ds.data).replace(/\n/g, '\n        ')}`);
            if (end.getTime() - start.getTime() > timeout * DEFAULT_WARN_PERCENT) {
                console.log(
                    `        Request took ${end.getTime() - start.getTime()}ms, that's too long!`
                );
                this.skip();
            }
        }).timeout(timeout);
        it(`should validate by schema for ${part}`, async function() {
            if (typeof ds.data === 'object' && !Object.keys(ds.data).length) this.skip();
            if (!schema.constructor.name.match(/Schema$/)) schema = await importList(schema);
            const val = new Validator(schema);
            return val.load({ data: ds.data });
        });
    };
}

1. 

2. 

• 

• 

• 

2.6.2 Helper
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2.6.3 Test Methods

All tests should to be written in 'test/mocha/...ts' like:

The test is used in two steps:

Definition

Calling the test

Together this looks like:

This will run the tests and shows something like:

1. 

2. 

import { StringSchema } from '@alinex/validator/lib/schema';
import { schemaTest } from '../../../lib/service/helper';

describe('my test', () => {
    // name of test, before function (from describe), path to call, options, schema
    const ping = schemaTest('Ping', before, '/do/ping', {}, new StringSchema({ allow: ['OK'] }));
    // this can be called multiple times
    ping('loadbalancer', 'https://my-site.de');
    ping('node-1', 'http://192.168.1.100:8080');
    ping('node-2', 'http://192.168.1.100:8080');
}

npm run test

  my test
    ✓ should get data for ping loadbalancer (71ms)
    ✓ should validate by schema for ping loadbalancer
    ✓ should get data for ping node-1 (71ms)
    ✓ should validate by schema for ping node-1
    ✓ should get data for ping node-2 (71ms)
    ✓ should validate by schema for ping node-2

  6 passing (237ms)

Keep in mind that if a test is pending, it's response was too late.

Info

2.6.3 Test Methods
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2.7 Config Parser
Another use case is to use the validator to extract app configuration settings in an easy to write file.

You have the following possibilities:

load values at startup using validator

create preparsed config before app start

In both cases you have the ability to use any config file type your user is familiar with. Good choices are:

INI - because it is the simplest one

YAML - easier for complex and deep structures

But any other can be used also.

2.7.1 Loading Config

In this case you will load the configuration settings within your code using the validator as they are needed. Parsing, checking and

transformation is done and all necessary modules are loaded.

You may also support multiple formats by checking which one is found first:

1. 

2. 

• 

• 

import { Validator } from '@alinex/validator';
import schema from './schema'; // like defined above

const val = new Validator(schema);
val.load({ source: 'config.json' })
    .then(() => {
        // do something with the result
        console.log(val.get('server.port'));
    })
    .catch(e => {
        console.error(e);
    });

import * as fs from 'fs';
import { promisify } from 'util';
import async from '@alinex/async';
import { Validator } from '@alinex/validator';
import schema from './schema'; // like defined above

// find the first existing file
const files = ['config.json', 'config.yaml', 'config.ini']
const exists = await async.filter(files, promisify(fs.exists))
if (!exists.length) throw new Error('No valid configutation file found!');

const val = new Validator(schema);
val.load({ source: exists[0] })
// val.load(
//     { source: '/etc/myapp/base.json' },
//     { source: '/etc/myapp/base.yaml', alternate: ['/etc/myapp/base.json'] },
//     { source: '/etc/myapp/base.ini', alternate: ['/etc/myapp/base.json','/etc/myapp/base.yaml'] },
//     { source: '/etc/myapp/email.yaml', base: 'email', depend: ['/etc/myapp/base.json','/etc/myapp/base.yaml'] },
//     { source: '~/.myapp/base.yaml', object: 'replace' }
//     { source: '~/.myapp/email.yaml', base: 'email', depend: '~/.myapp/base.yaml' },
// )
    .then(() => {
        // do something with the result
        console.log(val.get('server.port'));
    })
    .catch(e => {
        console.error(e);
    });

2.7 Config Parser
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2.7.2 Prebuild Config

This is an option which can be used everywhere and also in other languages because it will run independently to the real system

before you start it.

call the validator which will read, check and transform the configuration from the source destination to the programs location:

Now you can run your program which will load the <program-config>  file.

1. 

validator -i <source-file> -s <schema> -o <program-config>

2. 

2.7.2 Prebuild Config
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3. Schema

3.1 Schema
The schema defines the data structure and is used to validate and sanitize it. The complete schema is a combination of different type

schemas combined together. See under usage on how to call this classes.

BaseSchema

default
raw

Any

default
allow, disallow
raw

Object

default
flatten
rearrange
unflattem
item
removeUndefined
denyUndefined
mandatoryKeys
forbiddenKeys
combination
min, max
raw

Boolean

default
truthy, falsy
tolerant
insensitive
format
raw

String

default
makeString
trim
replace
lowerCase
upperCase
alphaNum, hex
noHTML
stripDisallowed
truncate, pad
min, max
allow, disallow
raw

Number

default
sanitize
unit
round
integer
min, max
less, greater
multipleOf
format
allow, disallow
ranges
raw

DateTime

default
parse
defaultTimezone
reference
min, max
greater, less
allow, disallow
format
locale, timezone
raw

Logic

default
if
operator
check
else
raw

Array

default
split, makeArray
removeDuplicate
filter
shuffle, sort
reverse
item
unique
min, max
allow, disallow
raw

Port

default
min, max
greater, less
allow, disallow
makeString
raw

defau
make
allow
allow
allow
disall
forma
raw

defau
make
norm
regis
allow
black
grayl
conn
forma

File

default
baseDir
type
allow, disallow
exists, readable
writable, executable
min/maxSizee
min/maxCTime
min/maxMTime
min/maxATime

IP

default
lookup
map
version
allow, disallow
allowCountry
disallowCountry
format
raw

RegExp

min()
max()
length()

defau
sanit
min,
allow
allow
disall
regis
puny
resolv
raw

Function

min()
max()
length()

The above graph shows all the possible types with all their specific options and inheritance. Each of them is defined in the following

pages. But you may also use the additional meta types which are predefined selections and combinations of these.

As far as possible the schema will be checked against validity with TypeScript definitions. Some invalid setup may not occur and

misconfiguration like new NumberSchema({ min: 6, max: 3})  will be checked and directly throw an Error because it can neither come

to a valid state.

The examples below and on the following pages are simplified and only show the definition of the schema, not how to use it.

Therefore have a look at the usage page.

3. Schema
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3.1.1 Common Options

All types have the following common options to be used:

Meta Data: title, detail

Sanitizing: default

Revert: raw

title

This is a short title text for the data element, which is optional. It is used in description and error messages.

To make the title multilingual you can give a translate function like done in the following example using i18next:

detail

A text describing the content's subject. It is used in description and error messages and should be at least a complete sentence.

Multilingual text is possible here in the same way as for the title.

default

If no value specified directly a default value can be used instead.

This can also be a referenced value:

raw

If this option is set after validating and sanitizing the original value (like from the source) will be returned. This may be used in

combination with other options which change the value but only to validate them.

In the above example the text string is trimmed and the resulting length is checked. Here the string is three characters long, so valid

but because of the raw  option the original value will be return unchanged.

• 

• 

• 

import { T } from './i18n'

new StringSchema({
    title: (lang) => T(lang)('string.title'),
})

const schema = new StringSchema({
    title: 'Address',
    detail: 'The home address to deliver packages to.'
});

const schema = new NumberSchema({
    default: 999
});

const schema = new StringSchema({
    default: new Reference({'data:context', 'path'})
});

const schema = new StringSchema({
    trim: true,
    max: 3,
    raw: true
});
// ' EUR ' => OK

3.1.1 Common Options
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3.2 AnySchema
This type is an all rounder allowing basically any data type.

The following options are possible:

Meta Data: title, detail

Sanitizing: default

Validating: allow, disallow

Revert: raw

3.2.1 Specific Options

allow

This gives a list of values which can be set. All values which are not matched will fail here.

You may also use references to get the values.

And it can also be mixed together with concrete values:

disallow

The disallow  is like a blacklist defining all values or patterns that will fail.

If allow  and also disallow  is set, the disallow  has priority and values which are in both are disallowed. Reference are also possible

like shown in allow.

• 

• 

• 

• 

const schema = new AnySchema({ allow: ['car', 'bike'] })
// 'car' => OK
// 'boat' => fail

const schema = new AnySchema({
    allow: new Reference({ 'data:context', 'cities.europe'})
});

const schema = new AnySchema({
    allow: [
        'New York',
        new Reference({ 'data:context', 'cities.europe'})
    ]
});

const schema = new AnySchema({ disallow: ['car', 'bike'] })
// 'car' => fail
// 'boat' => OK

3.2 AnySchema
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3.3 BooleanSchema
This type is a possibility to store flag like true/false values.

The following options are possible:

Meta Data: title, detail

Sanitizing: default, truthy, falsy, insensitive, tolerant

Validating: value

Sanitizing: format

Revert: raw

3.3.1 Specific Options

truthy

With these multiple values can be set which are interpreted as true. A real boolean value is always used as it is.

falsy

With these multiple values can be set which are interpreted as false. A real boolean value is always used as it is.

insensitive

This makes only sense together with truthy and/or falsy and will match strings case insensitive.

tolerant

This is equal to set the following values:

But it will also take into account the translated values and works insensitive.

value

If this is set a concrete value has to be given.

• 

• 

• 

• 

• 

const schema = new BooleanSchema({ truthy: ['y', 'j'] });
// 'y' => true

const schema = new BooleanSchema({ falsy: ['n'] });
// 'n' => false

const schema = new BooleanSchema({
    truthy: ['y', 'j'],
    falsy: ['n'],
    insensitive: true
});
// 'Y' => true
// 'N' => false

truthy: 1, '1', 'true', 'on', 'y', 'yes', '+', 'x'
falsy: 0, '0', 'false', 'off', 'n', 'no', '-'
insensitive: true

const schema = new BooleanSchema({ tolerant: true });
// 'Y' => true
// 'N' => false

const schema = new BooleanSchema({ value: true });

3.3 BooleanSchema
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This is the same as using AnySchema with allow:

But it makes sense to prefer BooleanSchema especially if other options like truthy , falsy , tolerant  and insensitive  are used.

format

To specify the value returned for true and false call this method with the values used for both.

const schema = new AnySchema({ allow: [true] });

const schema = new BooleanSchema({ format: ['X', '-'] });
// true => 'X'
// false => '-'

3.3.1 Specific Options
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3.4 StringSchema
This type defines a textual string value with lots of customization possibilities.

The following options are possible:

Meta Data: title, detail

Sanitizing: default, makeString, trim, replace, upperCase, lowerCase

Possibly Sanitizing: stripDisallowed with hex alphaNum noHTML, pad with min, truncate with max

Validating: allow, disallow

Revert: raw

3.4.1 Specific Options

makeString

If the source element is not already a string, it will be automatically converted to one using the toString()  method.

trim

Whitespace will be trimmed off on one or both sides of the string, but not within.

This was on both side but it can also be done only on one side:

replace

This is a list of replacements like:

Each replacement rule consists at least of an match  and replace  value, while the hint  is optional. The match can also be a RegExp

or a string .

If the match  is given as string, it will only replace the first occurrence. To substitute multiple use a regular expression with the /g

modifier at the end.

hex

This option will disallow different characters or parts.

• 

• 

• 

• 

• 

const schema = new StringSchema({
    makeString: true
});
// 5 => '5'

const schema = new StringSchema({
    trim: true
});
// '  my  string  ' => 'my  string'

const schema = new StringSchema({
    trim: 'left'
});
// '  my  string  ' => 'my  string  '

const schema = new StringSchema({
    trim: 'right'
});
// '  my  string  ' => '  my  string'

const schema = new StringSchema({
    replace: [{ match: ' single sign on ', replace: ' SSO ', hint: 'use shortcut' }]
});
// 'use single sign on' => 'use SSO'

3.4 StringSchema
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Hexadecimal characters only (a-f, A-F and 0-9) are allowed:

alphaNum

Only alpha numerical characters (a-z, A-Z, 0-9 and _) are allowed:

In combination with stripDisallowed  these characters will automatically be removed.

noHTML

HTML Tags within the string are not allowed. If a list of strings are given, this tag names are the only ones which are allowed.

In combination with stripDisallowed  the disallowed tags will automatically be removed.

stripDisallowed

If this option is set the definitions above from hex , alphaum  and noHTML  will no longer fail but quietly remove the disallowed

characters or parts.

upperCase

The text may be changed as a complete element to upper or lower case of all  text or first  character.

upperCase: true

upperCase: "first"

See below for examples.

const schema = new StringSchema({
    hex: true
});
// 'ad5cff' => OK
// 'abcdefgh' => fail

const schema = new StringSchema({
    alphaNum: true
});
// 'abcdefgh' => OK
// 'abc def' => fail

const schema = new StringSchema({
    noHTML: true
});
// 'This is <b>bold</b>' => fail

const schema = new StringSchema({
    noHTML: ['b']
});
// 'This is <b>bold</b>' => OK

const schema = new StringSchema({
    hex: true,
    stripDisallowed: true
});
// 'ad5cff' => 'ad5cff'
// 'abcdefgh' => 'abcdef'

const schema = new StringSchema({
    noHTML: ['b'],
    stripDisallowed: true
});
// '<p>This is <b>bold</b></p>' => 'This is <b>bold</b>'

• 

• 

3.4.1 Specific Options
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lowerCase

The text may be changed as a complete element to upper or lower case of all  text or first  character.

lowerCase: true

lowerCase: "first"

See the following examples:

min

Define the minimum length of the string. It is not allowed to be shorter than min .

max

Define the maximum length of the string. It is not allowed to be longer than max .

Use both settings together to make a range or a specific exact length.

pad

Instead of failing a too short text, it can be automatically lengthened. Therefore you have to set the side on which the padding occurs

and the characters used to pad. The minimal length is used from min  setting.

It is possible to give more characters to be used, if to less

the right one will be repeated (with side left)

the left one will be repeated (with side right)

for both sides, the first half is used on left side the second half of characters for right side.

truncate

Also if the text is to long, it can be truncated, with a possible appendix. The maximum length is used from max  setting.

allow

This gives a list of values or patterns which can be set. All values which are not matched will fail here.

• 

• 

const schema = new StringSchema({ lowerCase: true });
// 'eXaMpLe' => 'example'
const schema = new StringSchema({ upperCase: true });
// 'eXaMpLe' => 'EXAMPLE'
const schema = new StringSchema({ upperCase: 'first' });
// 'eXaMpLe' => 'EXaMpLe'
const schema = new StringSchema({ lowerCase: true, upperCase: 'first' });
// 'eXaMpLe' => 'Example'

const schema = new StringSchema({ min: 3 });
// '12' => fail

const schema = new StringSchema({ max: 5 });
// '123456' => fail

const schema = new StringSchema({ min: 8, pad: { side: 'left', characters: ' ' } });
// '1234' => '    1234'

• 

• 

• 

const schema = new StringSchema({ max: 5, truncate: true });
// '1234567' => '12345'
const schema = new StringSchema({ max: 5, truncate: '...' });
// '1234567' => '12...'

const schema = new StringSchema({ allow: ['car', 'bike'] });
// 'car' => OK
// 'boat' => fail
const schema = new StringSchema({ allow: [/\d./] });

3.4.1 Specific Options
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Values and patterns may also be mixed. You may also use references to get the allowed values.

And it can also be mixed together with concrete values:

disallow

The disallow  is like a blacklist defining all values or patterns that will fail.

If allow  and also disallow  is set, the disallow  has priority and values which are in both are disallowed. Reference are also possible

like shown in allow.

// '3. point' => OK
// 'a. something' => fail

const schema = new StringSchema({
    allow: new Reference({ 'data:context', 'cities.europe'})
});

const schema = new AnySchema({
    allow: [
        'New York',
        new Reference({ 'data:context', 'cities.europe'})
    ]
});

const schema = new StringSchema({ disallow: ['car', 'bike'] });
// 'car' => fail
// 'boat' => OK
const schema = new StringSchema({ disallow: [/\d/] });
// 'three cars' => OK
// '3 cars' => fail

3.4.1 Specific Options
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3.5 NumberSchema
This type defines a textual string value with lots of customization possibilities.

The following options are possible:

Meta Data: title, detail

Sanitizing: default, sanitize, unit

Validating: integer, min, max, greater, less, multipleOf, allow, disallow, ranges

Sanitizing: format

Revert: raw

3.5.1 Specific Options

sanitize

If this flag is set the first numerical value from the given text will be used. That allows any non numerical characters before or after

the value to be ignored.

In combination with integer  it will automatically round any float value.

Also percent values will be recognized with the sanitize option and converted to their pure numerical value:

unit

This specifies the unit of the stored numerical value and also allows to convert values in each compatible unit which will

automatically be recognized.

To use it an object with from  and to  setting are needed. The from  value is used, if no unit is given in the value itself like a default

unit and then it is converted to to . Both can also be the same, if no conversion is needed except other units are given.

• 

• 

• 

• 

• 

const schema = new NumberSchema({
    sanitize: true
});
// 'the 5 rooms' => 5

const schema = new NumberSchema({
    sanitize: true
});
// '5%' => 0.05

const schema = new NumberSchema({
    unit: { from: 'mm', to: 'cm' }
});
// 194 => 19.4

3.5 NumberSchema
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The following units are possible:

Length: mm, cm, m, km, in, yd, ft-us, ft, fathom, mi, nMi

Area: mm2, cm2, m2, ha, km2, in2, ft2, ac, mi2

Mass: mcg, mg, g, kg, oz, lb, mt, t

Volume: mm3, cm3, ml, l, kl, m3, km3, tsp, Tbs, in3, fl-oz, cup, pnt, qt, gal, ft3, yd3

Volume Flow Rate: mm3/s, cm3/s, ml/s, cl/s, dl/s, l/s, l/min, l/h, kl/s, kl/min, kl/h, m3/s, m3/min, m3/h, km3/s, tsp/s, Tbs/s, in3/s,

in3/min, in3/h, fl-oz/s, fl-oz/min, fl-oz/h, cup/s, pnt/s, pnt/min, pnt/h, qt/s, gal/s, gal/min, gal/h, ft3/s, ft3/min, ft3/h, yd3/s, yd3/min,

yd3/h'

Temperature: C, F, K, R

Time: ns, mu, ms, s, min, h, d, week, month, year

Frequency: Hz, mHz, kHz, MHz, GHz, THz, rpm, deg/s, rad/s

Speed: m/s, km/h, m/h, knot, ft/s

Pace: s/m, min/km, s/ft, min/km

Pressure: Pa, hPa, kPa, MPa, bar, torr, psi, ksi

Digital (Binary): ib, Kib, Mib, Gib, Tib, iB, KiB, MiB, GiB, TiB

Digital (Decimal): b, Kb, Mb, Gb, Tb, B, KB, MB, GB, TB

Illuminance: lx, ft-cd

Parts-Per: ppm, ppb, ppt, ppq

Voltage: V, mV, kV

Current: A, mA, kA

Power: W, mW, kW, MW, GW

Apparent Power: VA, mVA, kVA, MVA, GVA

Reactive Power: VAR, mVAR, kVAR, MVAR, GVAR

Energy: Wh, mWh, kWh, MWh, GWh, J, kJ

Reactive Energy: VARh, mVARh, kVARh, MVARh, GVARh

Angle: deg, rad, grad, arcmin, arcsec

Charge: c, mC, μC, nC, pC

Force: N, kN, lbf

Acceleration: g (g-force), m/s2

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

3.5.1 Specific Options
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See the format  option on how to use units in formatting into strings.

round

This allows to round the value to a given precision (number of fraction digits) and a rounding method ('arithmetic', 'floor', 'ceil'). The

default is to use arithmetic but you need always a precision which is the number of digits behind the floating point.

The above use the arithmetic method, but you may also use another method:

integer

Only integers are allowed. Together with sanitize  it will also round float values to become integers.

This can also be set to a specific integer size using: byte (8-bit), short (16-bit), long (32-bit), safe (53-bit), quad (64-bit). The safe type

is the maximum integer numbers which can be used without loosing precision in JavaScript.

Conversion between unit systems are generally not possible. Only between the two digital units it is possible.

The last line shows the special handling of binary from  setting. As often binary values are written unspecific it will be read always

as binary.

Note

Value From To Result Note

2 KB KB 2

2 KiB KB 2.048 binary -> decimal

2.048 KB KiB 2 decimal -> binary

2KB KB KB 2

2KiB KB KB 2.048 binary -> decimal

2KB KiB KB 2.048 read value always binary if from is

binary

const schema = new NumberSchema({
    round: { precision: 1 }
});
// 5.34 => 5.3

const schema = new NumberSchema({
    round: { method: 'ceil', precision: 0 }
});
// 5.3 => 6

const schema = new NumberSchema({
    integer: true
});
// 5 => OK
// 5.3 => fail

const schema = new NumberSchema({
    integer: { type: 'byte', unsigned: true }
});
// 5 => OK
// -1 => fail
// 600 => fail

3.5.1 Specific Options
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The maximum range of each are:

Keep in mind that JavaScript not really knows integers and will store all numbers as float so a quad integer will be unsafe because

it loose precision.

min

Set a minimum value, the number should be equal or greater than that.

max

Set a maximum value, the number should be equal or less than that.

greater

Set an excluding minimum value, the number should be greater than that.

less

Set an excluding maximum value, the number should be less than that.

Type Bit Min Max

byte 8 -128 127

byte unsigned 8 0 255

short 16 -32768 32767

short unsigned 16 0 65535

long 32 -2147483648 2147483647

long unsigned 32 0 4294967295

safe 53 -4503599627370496 4503599627370495

safe unsigned 53 0 9007199254740991

quad 64 −9223372036854775808 9223372036854775807

quad unsigned 64 0 18446744073709551615

const schema = new NumberSchema({
    min: 5
});
// 5 => OK
// 4 => fail

const schema = new NumberSchema({
    max: 100
});
// 100 => OK
// 100.2 => fail

const schema = new NumberSchema({
    greater: 5
});
// 5.3 => OK
// 5 => fail

const schema = new NumberSchema({
    less: 100
});
// 99 => OK
// 100 => fail

3.5.1 Specific Options
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multipleOf

The value has to be a multiple of the value given here.

allow

This gives a list of values or ranges which can be set. All values which are not matched will fail here.

Values and ranges may also be mixed. You may also use references to get the allowed values.

And it can also be mixed together with concrete values:

disallow

The disallow  is like a blacklist defining all values or ranges that will fail.

If allow  and also disallow  is set, the disallow  has priority and values which are in both are disallowed. Reference are also possible

like shown in allow.

ranges

A list of named ranges can be given which are used in the allow  and disallow  lists.

This is mostly used in subschema classes.

const schema = new NumberSchema({
    multipleOf: 8
});
// 256 => OK
// 250 => fail

const schema = new NumberSchema({ allow: [5, 9] });
// 5 => OK
// 6 => fail
const schema = new NumberSchema({ allow: [[1, 3], [6, 9]] });
// 3 => OK
// 4 => fail

const schema = new NumberSchema({
    allow: new Reference({ 'data:context', 'ranges'})
});

const schema = new AnySchema({
    allow: [
        7,
        new Reference({ 'data:context', 'ranges'})
    ]
});

const schema = new NumberSchema({ disallow: [5, 8] });
// 5 => fail
// 6 => OK
const schema = new NumberSchema({ disallow: [[5, 8]] });
// 6 => OK
// 9 => fail

const schema = new NumberSchema({
    disallow: ['system'],
    ranges: {
        system: [0, 1023],
        registered: [1024, 49151],
        dynamic: [49152, 65535]
    }
});
// 80 => fail
// 8080 => OK

3.5.1 Specific Options
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format

By setting one of the following format strings you will get the value back as a formatted string:

You can also add the unit if set earlier by adding $unit  to the format string.

And last but not least use $best  to let the system change the unit to the best selection:

Number Format String

10000 '0,0.0000' 10,000.0000

10000.23 '0,0' 10,000

10000.23 '+0,0' +10,000

-10000 '0,0.0' -10,000.0

10000.1234 '0.000' 10000.123

100.1234 '00000' 00100

1000.1234 '000000,0' 001,000

10 '000.00' 010.00

10000.1234 '0[.]00000' 10000.12340

-10000 '(0,0.0000)' (10,000.0000)

-0.23 '.00' -.23

-0.23 '(.00)' (.23)

0.23 '0.00000' 0.23000

0.23 '0.0[0000]' 0.23

1230974 '0.0a' 1.2m

1460 '0 a' 1 k

-104000 '0a' -104k

1 '0o' 1st

100 '0o' 100th

const schema = new NumberSchema({
    unit: { from: 'mm', to: 'cm' },
    format: '0.0 $unit'
});
// 194 => '19.4 cm'

const schema = new NumberSchema({
    unit: { from: 'mm', to: 'mm' },
    format: '0.0 $best'
});
// 1900 => '19.0 m'

3.5.1 Specific Options
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3.6 DateTimeSchema
This type is used to hold a date or time value. The internal time will be stored as UTC time. The possible range is from year 0000 to

9999.

The following options are possible:

Meta Data: title, detail

Sanitizing: default, parse, defaultTimezone, reference

Validating: min, max, greater, less, allow, disallow

Sanitizing: format, timezone, locale

Revert: raw

3.6.1 Specific Options

parse

If this flag is set to true  or a locale is given it will try to auto recognize some common formats. Additionally a list of possible formats

can be given to allow specific other formats.

The following locales are supported: en, en_GB, de, pt, es, fr, ja:

The parser will detect a lot of different formats and variations. As seen above the simplest is the default string format in JavaScript:

2013-02-08T12:00:00.000Z

Within the text (can be combined with any date pattern):

It has to be after 2013-02-08T12:00:00.000Z

Give me a call at 2013-02-08T12:00:00.000Z but not later!

ISO 8601 (RFC3339):

• 

• 

• 

• 

• 

const schema = new DateTimeSchema({
    parse: true
});
// '2013-02-08T12:00:00.000Z' => 2013-02-08T12:00:00.000Z

const schema = new DateTimeSchema({
    parse: 'en_GB'
});
// '02/08/2013' => 2013-02-08T12:00:00.000Z

• 

• 

• 

Format Example Result

YYYY-MM-DD 2013-02-08 2013-02-08T12:00:00.000Z

YYYY-MM-DDTHH:mm 2013-02-08T11:30 2013-02-08T11:30:00.000Z

YYYY-MM-DDTHH:mm:ss 2013-02-08T11:30:05 2013-02-08T11:30:05.000Z

YYYY-MM-DDTHH:mm:ss.sss 2013-02-08T11:30:05.222 2013-02-08T11:30:05.222Z

YYYY-MM-DDTHH:mm:ss.sssZ 2013-02-08T11:30:05.000Z 2013-02-08T11:30:05.000Z

YYYY-MM-DDTHH:mm±hh 2013-02-08T11:30-01 2013-02-08T12:30:00.000Z

YYYY-MM-DDTHH:mm±hh:mm 2013-02-08T11:30+01:30 2013-02-08T10:00:00.000Z

3.6 DateTimeSchema
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IETF (RFC 2922):

Slash dates, here the use syntax with month first is used. (The british format with day first is only detected if the day is larger 12.):

With month and day names:

Parse english dates:

09/25/2017 10:31:50.522 PM -> 2017-09-25T22:31:50.522Z

Format Example Result

YYYY-MM-DD 2013-02-08 2013-02-08T12:00:00.000Z

YYYY-MM-DD HH:mm 2013-02-08 11:30 2013-02-08 11:30:00.000Z

YYYY-MM-DD HH:mm:ss 2013-02-08 11:30:05 2013-02-08 11:30:05.000Z

YYYY-MM-DD HH:mm:ss.sss 2013-02-08 11:30:05.222 2013-02-08 11:30:05.222Z

YYYY-MM-DD HH:mm GMT 2013-02-08 11:30 GMT 2013-02-08 11:30:05.000Z

YYYY-MM-DD HH:mm CEST 2013-02-08 11:30 CEST 2013-02-08 09:30:05.000Z

YYYY-MM-DD HH:mm ±hh 2013-02-08 11:30 -01 2013-02-08 12:30:00.000Z

YYYY-MM-DD HH:mm ±hh:mm 2013-02-08 11:30 +01:30 2013-02-08 10:00:00.000Z

Format Example Result

MM/YYYY 02/2016 2016-02-01T12:00:00.000Z

M/YYYY 2/2016 2016-02-01T12:00:00.000Z

MM/DD/YYYY 02/08/2016 2016-02-08T12:00:00.000Z

DD/MM/YYYY  (locale en_GB) 08/02/2016 2016-02-08T12:00:00.000Z

M/D/YYYY 2/8/2016 2016-02-08T12:00:00.000Z

M/D/YYYY  (locale en_GB) 2/8/2016 2016-02-08T12:00:00.000Z

MM/DD/YY 02/08/16 2016-02-08T12:00:00.000Z

M/D/YY 2/8/16 2016-02-08T12:00:00.000Z

YYYY/MM/DD 2016/02/08 2016-02-08T12:00:00.000Z

YYYY/M/D 2016/2/8 2016-02-08T12:00:00.000Z

Example Result

2012/Aug/10 2012-08-10T12:00:00.000Z

Juli 2017 2017-07-01T12:00:00.000Z

2012, August 2012-08-01T12:00:00.000Z

August 10, 2012 2012-08-10T12:00:00.000Z

August-10, 2012 2012-08-10T12:00:00.000Z

May eighth, 2010 2010-05-08T12:00:00.000Z

Sat, 21 Feb 2015 11:50:48 -0500 2015-02-21T16:50:48.000Z

August 10, 8 AD 0008-08-10T12:00:00.000Z

August 10, 345 BC -000345-08-10T12:00:00.000Z

• 
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Parsing german dates:

Freitag 30.12.16 -> 2016-12-30T12:00:00.000Z

If no timezone is given the local timezone is used.

defaultTimezone

As described above times without a timezone are treated like GMT but you may set another default timezone. Therefore use the

abbreviations: A, ACDT, ACST, ADT, AEDT, AEST, AFT, AKDT, AKST, ALMT, AMST, AMT, ANAST, ANAT, AQTT, ART, AST, AWDT, AWST,

AZOST, AZOT, AZST, AZT, B, BNT, BOT, BRST, BRT, BST, BTT, C, CAST, CAT, CCT, CDT, CEST, CET, CHADT, CHAST, CKT, CLST, CLT,

COT, CST, CVT, CXT, ChST, D, DAVT, E, EASST, EAST, EAT, ECT, EDT, EEST, EET, EGST, EGT, EST, ET, F, FJST, FJT, FKST, FKT, FNT, G,

GALT, GAMT, GET, GFT, GILT, GMT, GST, GYT, H, HAA, HAC, HADT, HAE, HAP, HAR, HAST, HAT, HAY, HKT, HLV, HNA, HNC, HNE,

HNP, HNR, HNT, HNY, HOVT, I, ICT, IDT, IOT, IRDT, IRKST, IRKT, IRST, IST, JST, K, KGT, KRAST, KRAT, KST, KUYT, L, LHDT, LHST,

LINT, M, MAGST, MAGT, MART, MAWT, MDT, MESZ, MEZ, MHT, MMT, MSD, MSK, MST, MUT, MVT, MYT, N, NCT, NDT, NFT, NOVST,

NOVT, NPT, NST, NUT, NZDT, NZST, O, OMSST, OMST, P, PDT, PET, PETST, PETT, PGT, PHOT, PHT, PKT, PMDT, PMST, PONT, PST, PT,

PWT, PYST, PYT, Q, R, RET, S, SAMT, SAST, SBT, SCT, SGT, SRT, SST, T, TAHT, TFT, TJT, TKT, TLT, TMT, TVT, U, ULAT, UTC, UYST, UYT,

UZT, V, VET, VLAST, VLAT, VUT, W, WAST, WAT, WEST, WESZ, WET, WEZ, WFT, WGST, WGT, WIB, WIT, WITA, WST, WT, X, Y, YAKST,

YAKT, YAPT, YEKST, YEKT, Z or local.

reference

Define a reference date to calculate relative dates from. If not defined the current date and time is used.

If times are considered here they are always calculated with the local timezone if no defaultTimezone  is given.

• 

const schema = new DateTimeSchema({
    parse: true,
    defaultTimezone: 'MESZ'
});

const schema = new DateTimeSchema({
    parse: true,
    reference: new Date('2018-12-24T12:00:00.000Z')
});
// 'yesterday' => 2018-12-23T12:00:00.000Z

3.6.1 Specific Options
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Supported are:

This are only some examples, a lot more combinations of the above are possible.

Also other languages are supported like german: jetzt , heute , morgen , gestern , letzte Nacht  ...

min

Set a minimum value, the date should be equal or greater than that.

Example Reference Result

today 2018-12-24T16:00:00.000Z 2018-12-24T12:00:00.000Z

today 5PM 2018-12-24T16:00:00.000Z 2018-12-24T17:00:00.000Z

tomorrow 2018-12-24T16:00:00.000Z 2018-12-25T12:00:00.000Z

yesterday 2018-12-24T16:00:00.000Z 2018-12-23T12:00:00.000Z

last day 2018-12-24T16:00:00.000Z 2018-12-23T12:00:00.000Z

last 2 days 2018-12-24T16:00:00.000Z 2018-12-23T12:00:00.000Z

past week 2018-12-24T16:00:00.000Z 2018-12-23T12:00:00.000Z

next four weeks 2018-12-24T16:00:00.000Z 2018-12-23T12:00:00.000Z

last day 2018-12-24T16:00:00.000Z 2018-12-23T12:00:00.000Z

this Friday 2018-12-24T16:00:00.000Z 2018-12-28T12:00:00.000Z

last Friday 2018-12-24T16:00:00.000Z 2018-12-21T12:00:00.000Z

next Friday 2018-12-24T16:00:00.000Z 2019-01-04T12:00:00.000Z

8pm 2018-12-24T16:00:00.000Z 2018-12-24T20:00:00.000Z

11 at night 2018-12-24T16:00:00.000Z 2018-12-24T23:00:00.000Z

now 2018-12-24T16:00:00.000Z 2018-12-24T13:00:00.000Z

this morning 2018-12-24T16:00:00.000Z 2018-12-24T06:00:00.000Z

this afternoon 2018-12-24T16:00:00.000Z 2018-12-24T15:00:00.000Z

this evening 2018-12-24T16:00:00.000Z 2018-12-24T20:00:00.000Z

tonight 2018-12-24T16:00:00.000Z 2018-12-24T22:00:00.000Z

tonight 8pm 2018-12-24T16:00:00.000Z 2018-12-24T20:00:00.000Z

tonight at 8 2018-12-24T16:00:00.000Z 2018-12-24T20:00:00.000Z

last night 2018-12-24T16:00:00.000Z 2018-12-23T00:00:00.000Z

August 2018-12-24T16:00:00.000Z 2018-08-01T12:00:00.000Z

August 10 2018-12-24T16:00:00.000Z 2018-08-10T12:00:00.000Z

Aug 10 2018-12-24T16:00:00.000Z 2018-08-10T12:00:00.000Z

May twenty-fourth 2018-12-24T16:00:00.000Z 2018-05-24T12:00:00.000Z

const schema = new DateTimeSchema({
    min: new Date('2018-12-24T12:00:00.000Z')
});
// '2018-12-24T12:00:00.000Z' => OK
// '2018-12-22T12:00:00.000Z' => fail
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max

Set a maximum value, the date should be equal or less than that.

greater

Set an excluding minimum value, the date should be greater than that.

less

Set an excluding maximum value, the date should be less than that.

format

The format allows to get the date, time or both in a defined string format.

const schema = new DateTimeSchema({
    max: new Date('2018-12-24T12:00:00.000Z')
});
// '2018-12-20T12:00:00.000Z' => OK
// '2018-12-24T12:00:01.000Z' => fail

const schema = new DateTimeSchema({
    greater: new Date('2018-12-24T12:00:00.000Z')
});
// '2018-12-24T15:00:00.000Z' => OK
// '2018-12-24T12:00:00.000Z' => fail

const schema = new DateTimeSchema({
    less: new Date('2018-12-24T12:00:00.000Z')
});
// '2018-12-24T11:00:00.000Z' => OK
// '2018-12-24T20:00:00.000Z' => fail

3.6.1 Specific Options
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const schema = new DateTimeSchema({
    format: 'YYYY-MM-DD HH:mm:ss'
});

3.6.1 Specific Options

- 54/90 - Copyright © 2014 - 2021 <a href="https://alinex.de">Alexander Schilling</a>



Part Token Output

Month M 1 2 ... 11 12

Mo 1st 2nd ... 11th 12th

MM 01 02 ... 11 12

MMM Jan Feb ... Nov Dec

MMMM January February ... November December

Quarter Q 1 2 3 4

Qo 1st 2nd 3rd 4th

Day of Month D 1 2 ... 30 31

Do 1st 2nd ... 30th 31st

DD 01 02 ... 30 31

Day of Year DDD 1 2 ... 364 365

DDDo 1st 2nd ... 364th 365th

DDDD 001 002 ... 364 365

Day of Week d 0 1 ... 5 6

do 0th 1st ... 5th 6th

dd Su Mo ... Fr Sa

ddd Sun Mon ... Fri Sat

dddd Sunday Monday ... Friday Saturday

Day of Week (Locale) e 0 1 ... 5 6

Day of Week (ISO) E 1 2 ... 6 7

Week of Year w 1 2 ... 52 53

wo 1st 2nd ... 52nd 53rd

ww 01 02 ... 52 53

Week of Year (ISO) W 1 2 ... 52 53

Wo 1st 2nd ... 52nd 53rd

WW 01 02 ... 52 53

Year YY 70 71 ... 29 30

YYYY 1970 1971 ... 2029 2030

Y 1970 1971 ... 9999 +10000 +10001

Week Year gg 70 71 ... 29 30

gggg 1970 1971 ... 2029 2030

Week Year (ISO) GG 70 71 ... 29 30

GGGG 1970 1971 ... 2029 2030

AM/PM A AM PM

a am pm

3.6.1 Specific Options
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Part Token Output

Hour H 0 1 ... 22 23

HH 00 01 ... 22 23

h 1 2 ... 11 12

hh 01 02 ... 11 12

k 1 2 ... 23 24

kk 01 02 ... 23 24

Minute m 0 1 ... 58 59

mm 00 01 ... 58 59

Second s 0 1 ... 58 59

ss 00 01 ... 58 59

Fractional Second S 0 1 ... 8 9

SS 00 01 ... 98 99

SSS 000 001 ... 998 999

SSSS ... SSSSSSSSS 000[0..] 001[0..] ... 998[0..] 999[0..]

Time Zone z or zz EST CST ... MST PST

Z -07:00 -06:00 ... +06:00 +07:00

ZZ -0700 -0600 ... +0600 +0700

Unix Timestamp X 1360013296

Unix Millisecond Timestamp x 1360013296123

Time LT 8:30 PM

Time with seconds LTS 8:30:25 PM

Month numeral, day of month, year L 09/04/1986

l 9/4/1986

Month name, day of month, year LL September 4, 1986

ll Sep 4, 1986

...with time LLL September 4, 1986 8:30 PM

lll Sep 4, 1986 8:30 PM

...with day of week LLLL Thursday, September 4, 1986 8:30 PM

llll Thu, Sep 4, 1986 8:30 PM

Predefined format ISO8601 YYYY-MM-DDTHH ssZ

ISO8601-date YYYY-MM-DD

ISO8601 YYYY-MM-DDTHH ssZ

RFC1123 ddd, DD MMM YYYY HH ss z

RFC2822 ddd, DD MMM YYYY HH ss ZZ

RFC822 ddd, DD MMM YY HH ss ZZ
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timezone

The timezone used to format the date to a string.

locale

If textual formats are used the names can be localized if a locale is given. Nearly all two character language codes are supported.

3.6.2 Examples

Some useful more complex examples are shown below.

Time range

This may be used for timeouts or the like to get seconds from natural description.

To change the unit it has to be combined with the NumberSchema using LogicSchema.

Part Token Output

RFC1036 ddd, D MMM YY HH ss ZZ

Other formats seconds 1545663600

milliseconds 1545663600000

relative 6 months ago

range 120 (seconds from now)

const schema = new DateTimeSchema({
    timezone: 'Europe/Berlin'
});

const schema = new DateTimeSchema({
    format: 'LLL',
    locale: 'de'
});

const schema = new DateTimeSchema({
    parse: true,
    format: range
});
// '2 hours 10 seconds' => 7210

const schema = new LogicSchema({
    // combined using AND
    check: [
        new DateTimeSchema({
            parse: true,
            format: 'range'
        }),
        new NumberSchema({
            unit: { from: 's', to: 'min' },
            round: { precision: 0 }
        })
    ]
});
// '2 hours 10 seconds' => 120

3.6.2 Examples
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3.7 ArraySchema
It have to be a list of elements those specific format may be specified as sub schema.

The following options are possible:

Meta Data: title, detail

Sanitizing: default, split, makeArray, removeDuplicate, filter

Ordering: shuffle, sort, reverse

Sub schema: item

Validating: unique, min, max, allow, disallow

Revert: raw

Allow and disallow can be also used on the items, by specifying it within the items schema setting.

3.7.1 Specific Options

split

This option allows to give the list as a string with separator. It will be split up to get the list values.

And regular expressions are also possible:

makeArray

If the source element is not already an array, it will be automatically put as single element into an array.

removeDuplicate

Remove duplicate elements to get only unique values:

filter

Filter the list of elements to remove all empty elements or all that don't match the given schema definition.

Remove only empty elements:

Or keep only elements with specific sub schema:

• 

• 

• 

• 

• 

• 

const schema = new ArraySchema({ split: ':' });
// '1:2:3' => ['1', '2', '3']

const schema = new ArraySchema({ split: /\s*,\s*/ });
// '1, 2   ,   3' => ['1', '2', '3']

const schema = new ArraySchema({
    makeArray: true
});
// '123' => ['123']

const schema = new ArraySchema({
    removeDuplicate: true
});
// [1,2,2,4,2,3] => [1,2,4,3]

const schema = new ArraySchema({
    filter: true
});

3.7 ArraySchema
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shuffle

All list items will be shuffled to get a random order:

sort

Sort a list alphabetically or numeric by it's contents:

This was the alphabetic search, numerical will be:

reverse

Additionally to sort  or separately, the order of the list items will be reversed:

item

Specify the schema for one or multiple items of the array list. Given in a list the index  number as key and a schema  definition as

value is needed. You may use *  to match all other not directly defined values or give a range like: 2-6 , 2-  or -1  to specify the last

element.

The following definition allows a list containing multiple string elements, but the first has to be a number:

Use negative index numbers to find the element counting from the end. If multiple definitions match the order is:

use the concrete index number

use the negative number (from the end)

use the first matching range

use the default '*' schema

unique

If called without sanitize it will alert if duplicate values are contained.

const schema = new ArraySchema({
    filter: new StringSchema()
});

const schema = new ArraySchema({
    shuffle: true
});
// [1,2,3] => [2,3,1]

const schema = new ArraySchema({
    sort: true // same as 'alpha'
});
// [3,2,11] => [11,2,3]

const schema = new ArraySchema({
    sort: 'num'
});
// [3,2,11] => [2,3,11]

const schema = new ArraySchema({
    sort: true,
    reverse: true
});

const schema = new ArraySchema({
    item: {
        '*': new StringSchema(),
        `0`: new NumberSchema()
    }
});

1. 

2. 

3. 

4. 
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min

Specifies the minimum number of items in the array which are allowed.

max

Specifies the maximum number of items in the array which are allowed.

If both, min  and max  is set you have a range and if both are the same, this exact number of elements has to be present.

allow

This gives a list of schemas which are valid for the items. Each item has to match at least one of this schema or the validation will fail.

In contrast to the use of items with a default schema using Logic operator this won't change the values and is more readable in some

cases.

disallow

The disallow  is like a blacklist defining all schemas that will fail.

If allow  and also disallow  is set, the disallow  has priority and values which are in both are disallowed.

const schema = new ArraySchema({
    unique: true
});

const schema = new ArraySchema({
    min: 3
});

const schema = new ArraySchema({
    max: 3
});

const schema = new ArraySchema({ allow: [new NumberSchema()] });
// [1] => OK
// ['1'] => fail

const schema = new ArraySchema({ disallow: [new NumberSchema()] });
// ['1'] => OK
// [1] => fail

3.7.1 Specific Options
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3.8 ObjectSchema
Create a schema that matches any data object which contains key/value pairs. The values may be of any other type.

The following options are possible:

Meta Data: title, detail

Sanitizing: default, flatten, rearrange, unflatten

Sub schema: item

Sanitizing: removeUndefined

Validating: denyUndefined, mandatory, combination, forbidden, min, max

Revert: raw

Allow and disallow can be also used on the items, by specifying it within the items schema setting.

3.8.1 Specific Options

flatten

Flattens the object - it'll return an object one level deep, regardless of how nested the original object was a given separator or '.' will

be used to join the keys together:

A specific separator may also be set:

rearrange

This settings allows to set multiple rules to move or copy attributes within the object. If the given key  is not defined, the rule will be

skipped.

If overwrite  is not set, the rule will change nothing if the destination already is defined.

unflatten

The opposite of flatten, which use a given separator or '.' to split up the key names and be converted into a deep structure.

A specific separator may also be set:

• 

• 

• 

• 

• 

• 

const schema = new ObjectSchema({ flatten: true });
// { address: { city: 'Stuttgart', street: 'Königsstraße' } }
// -> { 'address.city': 'Stuttgart', 'address.street': 'Königsstraße' }

const schema = new ObjectSchema({ flatten: '::' });
// { address: { city: 'Stuttgart', street: 'Königsstraße' } }
// -> { 'address::city': 'Stuttgart', 'address::street': 'Königsstraße' }

const schema = new ObjectSchema({
    rearrange: [{ key: 'capital', moveTo: 'city', overwrite: true }]
});

const schema = new ObjectSchema({ unflatten: true });
// { 'address.city': 'Stuttgart', 'address.street': 'Königsstraße' }
// -> { address: { city: 'Stuttgart', street: 'Königsstraße' } }

const schema = new ObjectSchema({ unflatten: '::' });
// { 'address::city': 'Stuttgart', 'address::street': 'Königsstraße' }
// -> { address: { city: 'Stuttgart', street: 'Königsstraße' } }

3.8 ObjectSchema
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item

Specify the schema for one or multiple keys of the object structure. The key can be described as *  as default for any unspecified

ones, a regexp pattern like /^flag-/  or a direct key.

The example above shows all three types of definition:

direct key name definition

pattern definition

default schema, as fallback

If no check for a key is given and also no default is defined it will be kept unchecked.

removeUndefined

If set, this option will remove all keys from the object which are not specifically defined with a schema in the keys option. A default

Schema is not needed here and everything which normally goes into the default schema will be removed instead.

denyUndefined

This is like removeUndefined but will fail if an undefined key is found. A default Schema is not needed here and everything which

normally goes into the default schema will fail.

mandatory

This contains a list of strings or patterns which all have to be contained as keys in the object. In case of patterns at least one element

needs to be there.

const schema = new ObjectSchema({
    item: {
        number: new AnySchema(),
        '/^flag-/': new BooleanSchema({ tolerant: true }),
        '*': new StringSchema()
    }
});

• 

• 

• 

const schema = new ObjectSchema({
    item: {
        street: new StringSchema(),
        number: new AnySchema()
    },
    removeUndefined: true
});
let data = {
    city: 'Stuttgart',
    street: 'Königsstraße',
    number: 6
};
// -> city will be removed

const schema = new ObjectSchema({
    item: {
        street: new StringSchema(),
        number: new AnySchema()
    },
    denyUndefined: true
});
let data = {
    city: 'Stuttgart',
    street: 'Königsstraße',
    number: 6
};
// -> fail because of city

const schema = new ObjectSchema({
    mandatory: ['city', 'street', /^flag-/]
});
let data = {
    city: 'Stuttgart',
    street: 'Königsstraße',
    number: 6
};
// -> fail because of flag-... is missing

3.8.1 Specific Options
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As simplification you can also set mandatory  to true  which is the same as listing all keys defined. Also you may use a schema which

work also for undefined values using a default  option, which will only be triggered if it is also mandatory.

forbidden

This contains a list of strings or patterns which all are not allowed as attributes in this object. It will fail if such attribute is set.

combination

This is a logical rule engine, which will check the defined attributes:

All the possible rules are shown above:

and - All of the attributes in and  need to be set.

nand - Some attributes of nand  are allowed, but not all.

or - At least one attribute of or  is needed.

xor - Only one of the attribute of xor  is needed but not more.

with - If key  is present the attributes with  are also needed.

without - If key  is present the attributes without  are not allowed.

min

Specifies the minimum number of elements in the object which are allowed.

max

Specifies the maximum number of elements in the object which are allowed.

const schema = new ObjectSchema({
    item: {
        city: new StringSchema(),
        street: new StringSchema(),
        country: new StringSchema({default: 'Germany'})
    },
    mandatory: true
});
let data = {
    city: 'Stuttgart',
    street: 'Königsstraße'
};
// -> ok, both are set and the third will be set to default

const schema = new ObjectSchema({
    forbidden: ['number']
});
let data = {
    city: 'Stuttgart',
    street: 'Königsstraße',
    number: 6
};
// -> fail because of number attribute

const schema = new ObjectSchema({
    combination: [
        { and: ['color', 'shape'] },
        { nand: ['street', 'postbox'] },
        { or: ['length', 'weight', 'volume'] },
        { xor: ['wheels', 'rotor'] },
        { key: 'type', with: ['category'] },
        { key: 'type', without: ['city'] }
    ]
});

• 

• 

• 

• 

• 

• 

const schema = new ArraySchema({
    min: 3
});

3.8.1 Specific Options
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If both, min  and max  is set you have a range and if both are the same, this exact number of elements has to be present.

const schema = new ArraySchema({
    max: 3
});

3.8.1 Specific Options
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3.9 PortSchema
This type defines a port number used to connect to server daemons.

The following options are possible:

Meta Data: title, detail

Sanitizing: default

Validating: min, max, greater, less, allow, disallow

Sanitizing: makeString

Revert: raw

3.9.1 Specific Options

Already without an option port names as values will be resolved to it's default port:

allow

This works exactly like in NumberSchema but has the following predefined ranges:

disallow

That's the negation of allow and also works like in NumberSchema with the above defined ranges:

makeString

If a default port is used, it will be returned with it's standard protocol.

• 

• 

• 

• 

• 

const schema = new PortSchema();
// 'ftp' => 21

Name Range

system [0, 1023]

registered [1024, 49151]

dynamic [49152, 65535]

const schema = new PortSchema({
    allow: ['registered', 'dynamic']
});
// 80 => fail
// 8080 => OK

const schema = new PortSchema({
    disallow: ['system']
});
// 80 => fail
// 8080 => OK

const schema = new PortSchema({
    makeString: true
});
// 80 => 'http'

3.9 PortSchema

- 65/90 - Copyright © 2014 - 2021 <a href="https://alinex.de">Alexander Schilling</a>



3.10 IPSchema
The value has to be an IP address.

The following options are possible:

Meta Data: title, detail

Sanitizing: default, map

Validating: version, lookup, allow, disallow, allowCountry, disallowCountry

Sanitizing: format

Revert: raw

3.10.1 Specific Options

lookup

If this flag is set names can be given, too. They will be translated into an IP address using DNS lookup.

version

Set a specific type of IP which is necessary:

4 allows only IPv4 addresses

6 allows only IPv6 addresses

map

If the wrong type of IP address is given. An IPv4 address can be mapped into an IPv6 address but the other way works only on these

and not on all addresses.

allow

In principal this is identical to the any  type but the matching is a bit complexer.

• 

• 

• 

• 

• 

const schema = new IPSchema({
    lookup: true
});
// 'localhost' => '127.0.0.1'

• 

• 

const schema = new IPSchema({
    version: 4
});
// '192.168.1.15' => OK
// 'FE80:0000:0000:0000:0202:B3FF:FE1E:8329' => fail

const schema = new IPSchema({
    version: 6,
    map: true
});
// '127.0.0.1' => '::ffff:7f00:1'

3.10 IPSchema
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You can set a list of concrete addresses or IP ranges in the form of CIDR (the IP address and the significant bits behind e.g.

‘127.0.0.⅛’) or by the following named ranges:

unspecified

broadcast

multicast

linklocal

loopback

private

reserved

uniquelocal

ipv4mapped

rfc6145

rfc6052

6to4

teredo

special => all of the named ranges above

Concrete addresses, ranges and named special ranges may also be mixed. You may also use references to get the allowed values.

And it can also be mixed together with concrete values:

disallow

The disallow  is like a blacklist defining all values or patterns that will fail.

If allow  and also disallow  is set, the more specific (range with the least variable bits) has priority.

allowCountry

It is also possible to restrict the IP to specific countries. This only works, if the country of the IP could be detected. All other IPs like

private ones are always allowed.

To specify the allowed countries use the upper case two character ISO codes in a list.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

const schema = new IPSchema({ allow: ['127.0.0.1'] });
// '127.0.0.1' => OK
// '192.168.10.1' => fail
const schema = new IPSchema({ allow: ['192.168.0.0/16'] });
// '127.0.0.1' => fail
// '192.168.10.1' => OK
const schema = new IPSchema({ allow: ['private'] });
// '127.0.0.1' => OK
// '192.168.10.1' => OK

const schema = new IPSchema({
    allow: new Reference({ 'data:context', 'ips'})
});

const schema = new AnySchema({
    allow: [
        'private',
        new Reference({ 'data:context', 'ips'})
    ]
});

const schema = new IPSchema({ disallow: ['127.0.0.1'] });
// '127.0.0.1' => fail
// '192.168.10.1' => OK
const schema = new IPSchema({ disallow: ['192.168.0.0/16'] });
// '127.0.0.1' => OK
// '192.168.10.1' => fail

3.10.1 Specific Options
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The country codes can also gathered using a reference:

And it can also be mixed together with concrete values:

disallowCountry

The disallowCountry  is like a blacklist defining all country codes which will fail.

If allowCountry  and also disallowCountry  the disallow will have precedence.

format

The IP address will be given in a short form by default but you may also use:

short - ffff:: (default)

long - ffff:0:0:0:0:0:0:0

array - [65535, 0, 0, 0, 0, 0, 0, 0]

bytes - [255, 255, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0]

const schema = new IPSchema({ allowCountry: ['DE'] });
// '92.211.90.122' (DE) => OK
// '192.211.90.122' (US) => fail
// '127.0.0.1' => OK

const schema = new IPSchema({
    allowCountry: new Reference({ 'data:context', 'africa.countries'})
});

const schema = new AnySchema({
    allowCountry: [
        'DE',
        new Reference({ 'data:context', 'africa.countries'})
    ]
});

const schema = new IPSchema({ disallowCountry: ['DE'] });
// '92.211.90.122' (DE) => fail
// '192.211.90.122' (US) => OK
// '127.0.0.1' => OK

• 

• 

• 

• 

const schema = new IPSchema({
    format: 'long'
});

3.10.1 Specific Options
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3.11 DomainSchema
An internet domain name:

the ASCII notation is mot allowed longer than 253 characters (international domains are converted)

only contain ASCII characters, digits and hyphen '-'

each part (separated ny dot) has to be smaller than 64 characters

hyphens are not allowed at start or end of part

the top level domain has tp consist of only ASCII characters (at least two)

The following options are possible:

Meta Data: title, detail

Sanitizing: default, sanitize

Validating: min, max, allow, disallow, allowCountry, disallowCountry, registered

Sanitizing: punycode, resolve

Revert: raw

3.11.1 Specific Options

sanitize

If this flag is set names can be given, too. They will be translated into an IP address using DNS lookup.

allow

This gives a list of names which can be used. All values which are not matched will fail here.

The precedence is (later, more detailed is higher):

You may also use references to get the values.

disallow

The disallow  is like a blacklist defining all names that will fail.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

const schema = new DomainSchema({
    sanitize: true
});
// 'http://alinex.de/test' => 'alinex.de'
// 'info@alinex.de' => 'alinex.de'

const schema = new DomainSchema({ allow: ['de', 'com'] })
// 'alinex.de' => OK
// 'demo.alinex.org' => fail

Type Example

IANA public TLD

private TLD

TLD de

2. level alinex.de

3.level ... demo.alinex.de

const schema = new DomainSchema({ disallow: ['net', 'private TLD'] })

3.11 DomainSchema
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If allow  and also disallow  is set, the more detailed match (see precedence above) will be used. Reference are also possible like in 

allow.

min

The minimum depth of domain level is set. All values has to have at least this depth. A domain name with one dot within is a 2nd level

domain.

max

As with min  a maximum can be defined or then both are equal an exact level is required.

registered

You can check that the domain name is registered in the DNS.

It is also possible to allow only names with specific entries if type is given. The type may be a list of:

punycode

The punycode is an ASCII presentation of international domain names. This is the form which is used internally in the DNS while the

browser accepts and displays the unicode representation of it. Set this flag to return the ASCII representation.

const schema = new DomainSchema({ min:2 })
// 'alinex.de' => OK
// 'de' => fail

const schema = new DomainSchema({ max:2 })
// 'alinex.de' => OK
// 'demo.alinex.de' => fail

const schema = new DomainSchema({ registered: true })
// 'alinex.de' => OK
// 'alinex.athome' => fail

Type Record Description

A IPv4 addresses

AAAA IPv6 addresses

ANY any records

CNAME canonical name records

MX mail exchange records

NAPTR name authority pointer records

NS name server records

PTR pointer records

SOA start of authority records

SRV service records

TXT text records

const schema = new DomainSchema({ registered: ['CNAME'] })
// 'smtp.gmail.com' => OK
// 'alinex.de' => fail

const schema = new DomainSchema({ punycode: true })
// 'alinex.de' => 'alinex.de'
// 'käse.de' => 'xn--kse-qla.de'

3.11.1 Specific Options

- 70/90 - Copyright © 2014 - 2021 <a href="https://alinex.de">Alexander Schilling</a>



resolve

If this flag is set the domain will be resolved to one of it's IP which is given back.

const schema = new DomainSchema({ resolve: true })
// 'alinex.de' = '185.26.156.22'

3.11.1 Specific Options
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3.12 EmailSchema
An email address:

given as simple email like info@alinex.de  as defined by RFC 5322

or using the commonly used display name format like Alexander Schilling <info@alinex.de>

The following options are possible:

Meta Data: title, detail

Sanitizing: default, normalize, makeString

Validating: allow, disallow, registered, blacklist, graylist, connect

Sanitizing: format

Revert: raw

3.12.1 Specific Options

normalize

If this flag is set the email address is normalized to it's real form. This allows to find duplicates. The following rules are made

depending on the email provider:

lowercase the domain part

lowercase the local part (wrong per RFC but no big mail provider works case-sensitive)

remove dots

remove tags staring with +  or -

use username from subdomain <tag>@<user>.fastmail.com

The concrete rules used, are based on the mail domain or if detectable the mail provider.

If the local part is changed and no name is set the original local part will be used as name.

registered

If this flag is set the email domain needs an public MX record in the nameserver.

blacklist

If this flag is set the email server is checked against blacklists. This will not check the email domain but the server names behind this

email domain.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

const schema = new EmailSchema({ normalize: true });
// 'Alexander.REINER.Schilling+INFO@googlemail.com' => 'alexanderreinerschilling@gmail.com'

If you find additional or wrong normalization rules, send me a message to update it.

Warning

const schema = new EmailSchema({ registered: true });
// 'alexander.reiner.schilling@googlemail.com' => OK
// 'info@my-non-existent-mail-domain.com' => fail

const schema = new EmailSchema({ blacklist: true });

3.12 EmailSchema
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graylist

If this flag is set the email server is checked against graylists. This will not check the email domain but the server names behind this

email domain.

connect

This will make a connection to the server, checking if it is working. It should be possible to connect and send a HELO  command.

format

The schema allows to return emails in three different formats:

object  - will return an object with

name - display name if given, else null

address - the real email address

local - the local part of the email address

domain - the domain part of the email address

displayName  - if a name is set it will return the display format

address  - (default) only the real email address is returned

Bacause every mailserver name behind your domain is checked against multiple lists this is a time consuming task which may

take up to 10 seconds.

Warning

const schema = new EmailSchema({ graylist: true });

Bacause every mailserver name behind your domain is checked against multiple lists this is a time consuming task which may

take up to 5 seconds.

Warning

const schema = new EmailSchema({ connect: true });

If the mailserver is not accessible from here, also only for a short time it will revoke the validation. To make it a bit more solid it

will try 5 times with a sleep of a half second.

Warning

• 

• 

• 

• 

• 

• 

• 

const schema = new EmailSchema();
// 'Alexander Schilling <info@alinex.de>' => 'info@alinex.de'

const schema = new EmailSchema({ fotmat: 'object' });
// 'Alexander Schilling <info@alinex.de>' => {
//   name: 'Alexander Schilling',
//   address: 'info@alinex.de',
//   local: 'info',
//   domain: 'alinex.de'
// }

3.12.1 Specific Options
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3.13 URLSchema
An URL representing an internet address.

The following options are possible:

Meta Data: title, detail

Sanitizing: default, resolve

Validating: allow, disallow, allowIP, disallowIP, allowCountry, disallowCountry, exists

Sanitizing: format

Revert: raw

3.13.1 Specific Options

resolve

If relative URLs are given, they will be resolved.

exists

The URL has to exist and be accessible.

format

Format to be returned:

href  - the URL as a string like used in links (default)

object  - an object with the parts of the URL

• 

• 

• 

• 

• 

const schema = new URLSchema({ resolve: 'http://alinex.de' });
// '/test' => 'http://alinex.de/test'

const schema = new URLSchema({ exists: true });
// 'http://alinex.de' => OK
// 'http://alinex.de/not-existing' => fail

• 

• 

const schema = new URLSchema({ format: 'object' });
// 'http.//alinex.de' =>
//      href: 'http://alinex.de/',
//      origin: 'http://alinex.de',
//      protocol: 'http:',
//      username: '',
//      password: '',
//      host: 'alinex.de',
//      hostname: 'alinex.de',
//      port: '',
//      pathname: '/',
//      search: '',
//      hash: ''

3.13 URLSchema
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3.14 FileSchema
An URL representing an internet address.

The following options are possible:

Meta Data: title, detail

Sanitizing: default, baseDir

Validating: allow, disallow, type, exists, readable, writable, executable, minSize, maxSize, minCTime, maxCTime, minMTime, 

maxMTime, minATime, maxATime

Revert: raw

3.14.1 Specific Options

baseDir

If not set or if this directory is relative the base will be the current working directory. Which mostly is the directory the application is

started from.

exists

Check if the file really exists. Using multiple access checks is the same as using only the highest order (write > read > exists). It is

also possible that a location really exists but is not visible to the current process, so it is assumed as non-existent.

readable

Check if the file is accessible for reading. Using multiple access checks is the same as using only the highest order (write > read >

exists).

writable

Check if the file is accessible for writing. Using multiple access checks is the same as using only the highest order (write > read >

exists).

• 

• 

• 

• 

Home Directory

The home directory shortcut ~  like used in UNIX systems is supported here. If the filename starts with it, it will be treated as the

local home directory of the current user.

Use the baseDir  option to resolve it. The file test operations will support it, too but keep the value as it is.

If it is not resolved you can always do so yourself using value.replace(/^~/, require('os').homedir())

Info

const schema = new FileSchema({ baseDir: '/data' });
// 'test' => '/data/test'

const schema = new FileSchema({ exists: true });

const schema = new FileSchema({ readable: true });

const schema = new FileSchema({ writable: true });

3.14 FileSchema
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executable

Check if the file can be executed by the current process.

type

Check the concrete file type which may be one of the following:

block  - block device

character  - character device

dir  - directory

fifo  - FIFO pipe

file  - normal files

socket  - unix socket

link  - softlink

minSize

Also the size (in bytes) of the file can be checked:

maxSize

Also the size (in bytes) of the file can be checked:

minCTime

And at last the inode times may be validated. This can be done with min and max constraints given as concrete dates or as seconds

ago. The file date has to be newer than minXXX or older tan maxXXX.

This will check that the file creation time is at or after the given time.

maxCTime

This will check that the file creation time is at or before the given time.

minMTime

This will check that the last file modification time is at or before the given time.

const schema = new FileSchema({ executable: true });

• 

• 

• 

• 

• 

• 

• 

const schema = new FileSchema({ type: 'dir' });

const schema = new FileSchema({ minSize: 100 });
// more than 100B

const schema = new FileSchema({ maxSize: 1024 * 1024 });
// not more than 1MB

const schema = new FileSchema({ minCTime: 60 * 60 * 24 * 7 }); // in seconds ago
const schema = new FileSchema({ minCTime: new Date('2018-01-01') });

const schema = new FileSchema({ maxCTime: 60 * 60 * 24 * 7 }); // in seconds ago
const schema = new FileSchema({ maxCTime: new Date('2018-01-01') });

const schema = new FileSchema({ minMTime: 60 * 60 * 24 * 7 }); // in seconds ago
const schema = new FileSchema({ minMTime: new Date('2018-01-01') });

3.14.1 Specific Options
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maxMTime

This will check that the last file modification time is at or after the given time.

minATime

This will check that the last file access time is at or before the given time.

maxATime

This will check that the last file access time is at or after the given time.

const schema = new FileSchema({ maxMTime: 60 * 60 * 24 * 7 }); // in seconds ago
const schema = new FileSchema({ maxMTime: new Date('2018-01-01') });

const schema = new FileSchema({ minATime: 60 * 60 * 24 * 7 }); // in seconds ago
const schema = new FileSchema({ minATime: new Date('2018-01-01') });

const schema = new FileSchema({ maxATime: 60 * 60 * 24 * 7 }); // in seconds ago
const schema = new FileSchema({ maxATime: new Date('2018-01-01') });

3.14.1 Specific Options
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3.15 RegExpSchema
A regular expression.

The following options are possible:

Meta Data: title, detail

Sanitizing: default

Validation: min, max

Revert: raw

3.15.1 Specific Options

You may define the number of matched groups within the regular expression.

min

Minimum number of captured groups in pattern:

max

Maximum number of captured groups in pattern:

• 

• 

• 

• 

const schema = new RegExpSchema({ min: 2 });

const schema = new RegExpSchema({ max: 2 });

3.15 RegExpSchema
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3.16 LogicSchema
This is not a new data type but a logical wrapper around other types.

It allows you to combine different schema settings using different logical operators. Giving you the possibility to define alternatives or

put different schema definitions in queue together like String sanitization with number conversion.

All these can be achieved by combining the following options:

Meta Data: title, detail

Sanitizing: default

Validating: if

Subchecks: check, else

Revert: raw

At least a check  or if  + else  definition is needed.

3.16.1 Specific Options

Here all the options are working together.

if

Here you may give an initial check which will decide which type of check to run:

if this succeeds the normal check  definition is used

and if it failed the else  definition is used

Not both checks have to be there.

Some other scenarios are using only check-block:

Or only the else-block:

• 

• 

• 

• 

• 

• 

• 

const schema = new LogicSchema({
    if: new NumberSchema(),
    check: new NumberSchema({ min: 100 }),
    else: new StringSchema({ allow: ['googillion'] })
});
// if a number is given, it has to be over 100
// else the text 'googillion' is also possible

const schema = new LogicSchema({
    if: schema1,
    check: schema2
});
// this will fail if one of the abiove fails and is the same as:
const schema = new LogicSchema({
    check: [schema1({ raw: true }), schema2]
});

const schema = new LogicSchema({
    if: schema1,
    else: schema2
});
// this will fail if schema1 succeeds, so you can make a negation easily using:
const schema = new LogicSchema({
    if: schema1,
    else: new AnySchema() // always succeed
});

3.16 LogicSchema
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operator

Two separate operators are possible, which will control the processing for multiple schema checks:

AND  - This is the default and will validate each given schema definition after the other. It only succeeds if all of them succeeds.

Each of them work on the same value which maybe further changed by the next one.

OR  - Here all schema definitions are checked in parallel on the raw value. It fails only if all checks failed and the result value

used is from the first successful (in order) check.

check

One or multiple schema checks. If an if-condition is given this is only evaluated after success. See also the operator setting above

which will control how to work with a list of schema checks.

else

This is the same as check  but only evaluated after the if-condition failed.

• 

• 

const schema = new LogicSchema({
    check: schema1
});
// without an if statement this is the same as only using schema1 check directly

const schema = new LogicSchema({
    check: [schema1, schema2]
});
// here both need to succeed

If multiple checks are used with and  logic, it will work like a waterfall seriously. This means that the second check will get the

result from the first. You may prevent this using the raw: true  option to don't forward the transformed data element to the next

validation.

This is often a problem in combination with multiple array checks using filters.

Attention

const schema = new LogicSchema({
    if: schema1,
    else: [schema2, schema3]
});

3.16.1 Specific Options
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3.17 Meta Schema
This are no new schema types but handy calls to create specific validations with preset of the base schema types. They all are

functions with maybe parameters for more specification which will return ready to use schema.

3.17.1 timeout

For timeouts you may often want to be able to define it in seconds or natural language:

Other units are also possible like: min, d, week, month, year. If one of these are used the values will be rounded.

You may also give a default if not defined like:

const schema = Meta.timeout();
// '2 hours 10 seconds' => 7210
// 7210 => 7210

const schema = Meta.timeout({
    unit: 'min'
});
// '2 hours 10 seconds' => 120
// 7210 => 120

const schema = Meta.timeout({
    default: '1 minute',
    unit: 'min'
});
// undefined => 1

3.17 Meta Schema
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3.18 References
References may be used at different positions to not specify a value directly but use the one set on any other position in the data

structure or in any other data structure.

Such references are added using:

It uses the DataStore to access the data which enables all the different protocols and formats to be used.

Some special DataStore URLs only possible here are:

'data:inline' - to reference another position within the same data structure

'data:context' - to reference some data in Validator.context

'file:///....' - other files

... or any other store like web service...

3.18.1 Specify Context

The Validator has a context  property which can be set to any value. This is only intended to be used as reference to predefined data.

let ref = new Reference(source: string, filter: string);

• 

• 

• 

• 

3.18 References
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4. Architecture

4.1 Internal Development

The development is based on the alinex core rules.

4.1.1 Architecture

The main class is used to load, sanitize, validate and store the data structure.

Basic Idea:

schema classes define the transformations and resulting structure

meta schemas are functions using the schema classes to make higher level definitions possible

DataStore is used to load and hold the data and context

each schema can describe itself human readable and multi lingual

human readable and detailed error descriptions on mismatch with schema

4.1.2 Extending

Mostly this will be one of:

schema classes

meta schema

The following information is only needed to develop within this library. If you only want to use this module it is not neccessary to

know this.

Warning

• 

• 

• 

• 

• 

• 

• 

4. Architecture
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4.2 Schema
The schema definition is done using TypeScript or JavaScript by implementing a schema instance which may consists of different sub

schema instances. These different schema classes not only hold the definition but also the rules to validate or describe the structure.

Possible extensions may be:

new schema classes (seldom)

new options for existing schema types

allowance of references within an option

4.2.1 Inheritance

Beside the main schema classes some specific ones are build as subset of them with a simpler option set and some predefinitions. Or

which extend the simple type in some way.

Then it is a good way to extend the schema class to make the changes.

But also consider using sub-checks.

4.2.2 Sub checks

It is also possible to call another validation on parts of the data. This makes it possible to to also combine multiple simple types to a

more complex type. But if there is no other functional checking beside combining them, better use meta schemas.

To use sub checks start with:

init a specific schema instance

create a new Workbench for it

call schema.validate(workbench)

use the value or error from the workbench

4.2.3 Data References

If data references are allowed the export method has to be changed to make this work:

4.2.4 Schemas in Options

Schema classes which allow sub schema in their options need special attention on defining. They need a specific export method and

as such a definition may contain circular references it is important to detect these on import and export.

First they need to have unique instance string names which are made using a counter and setting them in the constructor:

There are also meta schemas which are another model building on these. Often you need them and no new schema bacause the

most can be done with the current classes.

Info

• 

• 

• 

1. 

2. 

3. 

4. 

export(): any {
    const def: any = super.export()
    if (def.SCHEMA_META) return def.SCHEMA_META;
    def.default = this.exportReference(def.default);
    return def;
}

let ID_COUNT = 0;

4.2 Schema
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And they need a specific export method (here the example from the object class):

And at last the describe()  method needs to respect the depth to restrict output and prevent endless loop in circular references.

Therefore the Describer method needs the depth parameter to pass it further on to the next describe call.

export class ObjectSchema extends base.BaseSchema {
    _refID: string;
    _refNum = 0;

    constructor(opt: Options = {}) {
        super(opt);
        this._refID = `Object_${++ID_COUNT}`;
        ...
    }
}

You need to change the Title in the this._refID  setting to the class name.

Info

/**
 * Export schema as tree data structure.
 */
export(parent: any = {}): any {
    const def: any = super.export()
    if (def.SCHEMA_META) return def.SCHEMA_META;
    // check for circular references
    if (parent[this._refID]) {
        parent[this._refID]._refNum++;
        return {
            SCHEMA_TYPE: this.constructor.name.replace(/Schema$/, ''),
            SCHEMA_REF: this._refID
        };
    }
    const map: any = { ...parent };
    map[this._refID] = this;
    ...
    // exact export
    if (def.keys)
        def.keys.forEach((key: any) => {
            key.schema = key.schema.export(map);
        });
    if (this._refNum) def.SCHEMA_ID = this._refID;
    return def;
}

private keysDescriber(depth: number) {
    const opt = <Options>this.opt;
    const msg = ''
    ...
    msg += def.schema.describe(depth).replace(/\n/g, '\n  ');
    ...
    return msg;
}

4.2.4 Schemas in Options
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4.3 Meta Schema
A meta schema is a function used as builder. They are defined in the meta module as different functions like:

The SCHEMA_META  value will store the original definition to be used on export. Also the detail  property is often defined to give it a

more specific as the base classes alone will create.

export function timeout(opt?: {
    default?: string;
    unit?: 's' | 'min' | 'h' | 'd' | 'week' | 'month' | 'year';
}): Schema {
    if (!opt) opt = {};
    const dateOpt: any = {
        parse: true,
        format: 'range'
    };
    if (opt.default) dateOpt.default = opt.default;
    const numberSchema = new NumberSchema({
        unit: { from: 's', to: opt.unit || 's' },
        min: 0,
        round: { precision: 0 }
    });
    return new LogicSchema({
        SCHEMA_META: { SCHEMA_TYPE: 'timeout', ...opt },
        detail: 'A timeout value which will define a time range as seconds or in natural language.',
        // combined using AND
        if: new DateTimeSchema(dateOpt),
        check: [new DateTimeSchema(dateOpt), numberSchema],
        else: numberSchema
    });
}

4.3 Meta Schema
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4.4 Internationalization
To make a robust internationalization which will be the same in all my modules and therefore support the following features I had to

search for a base system:

plurals

langauage fallbacks

structured storage

translation packages to load on demand

cli detection / http detection

forwarded locals (in case of modules)

The decision was to use i18next which is very powerful and can fulfill all of them.

4.4.1 Setup

The translations are stored under data/locales/<lang>  as YAML files containing multiple namespace files. All found languages are

preloaded and the nearest locale will always be selected (de-CH -> de -> en). English is always the fallback.

The ./i18n  module will export the t()  function to access translations for the auto detected language, which on a CLI application is

the one from the CLI. T(<lang>)  can be used to get a translation function which is fixed to the given language instead. This is used if

the detection already was done and the submodule should use the same language.

CLI

Variable Language

This is needed if a function will be called in different language context.

As shown below you create your own t  function with the given language or the default one:

Namespaces

An additional namespace is loaded using:

To get something other than the default namespace, it's name has to be prepended with a colon.

Or together with variable language context:

• 

• 

• 

• 

• 

• 

import { t } from './i18n'

t('key')
t('sub.key')

import { T, language } from './i18n'

export function work(lang?: string = language()) {
    const t = T(lang)
    t('key')
    t('sub.key')
}

import { t, loadNamespace } from './i18n'

loadNamespace('extra')
t('extra:key')

import { T, language, loadNamespace } from './i18n'

loadNamespace('extra')

export function work(lang?: string = language()) {

4.4 Internationalization
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Translate on Use

Sometimes like in definition of schema you give a translatable text, which can not be translated at definition time but at use. This is

the case in title  and detail .

Here you give a translator function as text:

This will read from your origins translation, not from this module.

4.4.2 Usage in Application

Interpolation

Keys, by default, are strings surrounded by curly brackets:

You can also pass entire data models as a value and access subentries within the translation text.

All the values will be automatically escaped. To prevent this, add a dash before the variable {{- myVar}}  or use the option: t

('keyEscaped', { myVar: '<img />', interpolation: { escapeValue: false } })

Fallbacks

Calling the t  function with an array of keys enables you to translate dynamic keys providing a non specific fallback value.

As a sample think of an error code you get and you like to show a specific warning in some cases:

Plurals

To use plurals the count  variable has to be set: 

    const t = T(lang, 'extra)
    t('key')
}

import { T } from './i18n'

new StringSchema({
    title: (lang) => T(lang)('string.title'),
})

{
    "key": "{{what}} is {{how}}"
}

t('key', { what: 'i18n', how: 'great' });
// -> "i18n is great"

trans = {
  "error": {
    "unspecific": "Something went wrong.",
    "404": "The page was not found."
  }
}

t([`error.${error}`, 'error.unspecific']);
// const error = '404' -> "The page was not found" 
// const error = '502' -> "Something went wrong"

trans = {
  "key": "item",
  "key_plural": "items"
}

t('key', {count: 0}); // -> "items"
t('key', {count: 1}); // -> "item"
t('key', {count: 5}); // -> "items"
t('key', {count: 100}); // -> "items"

4.4.2 Usage in Application
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Nesting

Nesting allows you to reference other keys in a translation. Could be useful to build glossary terms.

Passing options to nestings is possible by giving them as JSON:

Context

By providing a context you can differ translations. Eg. useful to provide gender specific translations.

Combining with plurals the keys should have the context first, then the plural extension.

Formatting

As needed formats can be implemented. Currently the following are possible:

uppercase: {{value, uppercase}}

lowercase: {{value, lowercase}}

percent display: {{num, percent}}  (0.1 => 10%)

date format: {{date, MM/DD/YYYY}}  (moment.js format string)

trans = {
    "nesting1": "1 $t(nesting2)",
    "nesting2": "2 $t(nesting3)",
    "nesting3": "3",
}

t('nesting1'); // -> "1 2 3"

trans = {
      "girlsAndBoys": "$t(girls, {\"count\": {{girls}} }) and {{count}} boy",
      "girlsAndBoys_plural": "$t(girls, {\"count\": {{girls}} }) and {{count}} boys",
      "girls": "{{count}} girl",
      "girls_plural": "{{count}} girls"
}

t('girlsAndBoys', {count: 2, girls: 3});
// -> "3 girls and 2 boys"

trans = {
      "friend": "A friend",
      "friend_male": "A boyfriend",
      "friend_female": "A girlfriend"
}

t('friend'); // -> "A friend"
t('friend', { context: 'male' }); // -> "A boyfriend"
t('friend', { context: 'female' }); // -> "A girlfriend"

• 

• 

• 

• 

4.4.2 Usage in Application
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4.5 Workbench
Internal a work structure is used to validate and work with the data.

schema

options loaded into schema (how to overwrite or add)

original

type - merge/reference

source - uri

sourcePath - which part to use (merge)

destinationPath - where to put it (merge)

data - structure

importTime - last import date

update

data - structure

parent

reference - to original

original ref

path

data ref

active

updateTime - set if done

data - from update

listener

Methods will get this to work at a specific position:

context

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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